
TLP:CLEAR

Welcome to Auto-ISAC!
Monthly Virtual Community Call

May 01, 2024
This Session will be recorded.

This document is Auto-ISAC Sensitive and Confidential.



21 May 2024TLP:CLEAR

Traffic Light Protocol (TLP) 
Version 2.0 Definitions

This document is Auto-ISAC Sensitive and Confidential.



31 May 2024TLP:CLEARThis document is Auto-ISAC Sensitive and Confidential.

Agenda
Time (ET) Topic

11:00
Welcome
 Why We’re Here
 Expectations for This Community

11:05
Auto-ISAC Update
 Auto-ISAC Activities
 Heard Around the Community
 Intelligence Highlights

11:15 DHS CISA Community Update
 Jeff Terra, Joint Cyber Defense Collaborative (JCDC)

11:20
Featured Speaker:
 Walter Capitani, Director of Technical Product Management, Organization: CodeSecure
 Title: State-of-the-Art Automotive SBOM Monitoring

11:55 Q&A & Closing Remarks
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Welcome - Auto-ISAC Community Call!

Purpose: These monthly Auto-ISAC Community Meetings are an opportunity for you, our 
Members & connected vehicle ecosystem Partners, to:

 Stay informed of Auto-ISAC activities
 Share information on key vehicle cybersecurity topics
 Learn about exciting initiatives within the automotive community from our featured 

speakers

Participants: Auto-ISAC Members, Potential Members, Strategic Partners, Academia, Industry 
Stakeholders and Government – the whole of the automotive industry

Classification Level:. Slides are at TLP:CLEAR and 
on our website. Discussions are TLP:GREEN & may be 
shared across Auto-ISAC Community, “off the record”

How to Connect: For further info, questions or to add 
other POCs to the invite, please contact us! 

(sharmilakhadka@automotiveisac.com )
 

https://automotiveisac.com/
mailto:sharmilakhadka@automotiveisac.com
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 Join
 If your organization is eligible, apply for Auto-ISAC Membership
 If you aren’t eligible for Membership, connect with us as a Partner
 Get engaged – “Cybersecurity is everyone’s responsibility!”

 Participate
 Participate in monthly virtual conference calls (1st Wednesday of month)
 If you have a topic of interest, let us know! 
 Engage & ask questions!  “Cybersecurity is a Team Sport!”

 Share – “If you see something, say something!”
 Submit threat intelligence or other relevant information
 Send us information on potential vulnerabilities
 Contribute incident reports and lessons learned 
 Provide best practices around mitigation techniques

20 
Innovator 
Partners

21
Navigator 
Partners

Coordination with 26 
critical infrastructure ISACs 

through the National Council of 
ISACs (NCI)

Membership represents 99% 
of cars and trucks on the road in 

North America

30
OEM Members

49 Supplier &
Commercial 

Vehicle Members

Engaging in the Auto-ISAC Community
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2024 Board of Directors Thank you for your Leadership! 

Kevin Tierney
Chair of the 

Board of the Directors
GM

Stephen Roberts
Secretary of the 

Board of the Directors
Honda

Tim Geiger
Treasurer of the 

Board of the Directors
Ford

Amine Taleb
Chair of the SAG

Harman

Andrew Hillery
Chair of the CAG

Cummins

Bob Kaster
Bosch

Brian Witten
Aptiv

Oliver Creighton 
Chair of the EuSC

BMW

Josh Davis
Vice Chair of the 

Board of the Directors
Toyota

Maryann Combs
Polaris
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79 Members

Aisin Ferrari Magna Rivian
Allison Transmission Flex MARELLI SiFive, Inc.
Amazon Ford Mazda Stellantis
American Axle & Manufacturing General Motors Mercedes-Benz Stoneridge
Aptiv Geotab Mitsubishi Electric Subaru
AVL List GmbH Harman Mitsubishi Motors Sumitomo Electric
BMW Group Hitachi (Astemo - Affiliate) Mobis thyssenkrupp
BorgWarner Honda Motional Tokai Rika
Bosch (ETAS-Affiliate) Hyundai Navistar Toyota (Woven-Affiliate)
Bose Automotive Infineon Nexteer Automotive Corp Valeo
ChargePoint Intel Nissan Veoneer
CNH Industrial Jaguar Land Rover NXP Vitesco
Continental JTEKT Oshkosh Corp Volkswagen (Cariad-Affiliate)
Cummins Kia America, Inc. PACCAR Volvo Cars
Daimler Truck Knorr Bremse Panasonic (Ficosa-Affiliate) Volvo Group
Dana Inc. KTM Phinia Waymo
Denso Lear Polaris WirelessCar
Deere & Company LG Electronics Qualcomm Yamaha Motors
e:fs TechHub GmbH Lucid Motors Renault SAS ZF  
Faurecia Luminar Renesas Electronics

Auto-ISAC Member Roster   Highlight = New Active Members
May 1, 2024                           
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Auto-ISAC Business Updates and Events

 Community Call: Wednesday, June 5, 2024 Time: 11:00 – 12:00 p.m. ET TLP:GREEN Speaker: 
Justin Maltibano, Car Hacking Village Title: TBA

 ACT Fundamental Course: On-Demand, Cybersecurity Basics (32 hrs.) | Security Engineering (28 hrs.) | 
Security Operations/Management (22.5 hrs.)

 CAPEX: Capability Exam is scheduled for May 22, 2024. If interested in taking the exam, please complete 
the information form by May 10th.  The proctored exam will be made available in multiple time zones.

 Auto-ISAC TLP:CLEAR 8th Annual Cybersecurity Summit will be held October 21 –  24, 2024 in Detroit, 
Michigan. Agenda details and registration can be found here!

 Auto-ISAC’s TLP:CLEAR 2nd Annual Auto-ISAC European Cybersecurity Summit will be held June 12 – 
13, 2024 at BMW Welt in Munich, Germany. Agenda details and registration can be found here!

**All times are in ET

https://www.surveymonkey.com/r/CAPEX_Attendees
https://web.cvent.com/event/956ead27-61bb-4935-9dae-524ccb860792/summary
https://www.bmw-welt.com/en/index.html
https://web.cvent.com/event/4fe902b6-a4f5-471e-ba5b-479134dc08e1/summary
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2024 Auto-ISAC Cybersecurity Summit 

October 22-23 | Detroit, MI
In-person & Virtual
Information and registration

https://cvent.me/ZBQ5D1
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Auto-ISAC Intelligence Highlight
Ricky Brooks, Intelligence Officer
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Auto-ISAC Intelligence
 Know what we track daily: subscribe to the DRIVEN; TLP:GREEN Auto-ISAC 2024 Threat Assessment was 

released March 21; we welcome your feedback.

 Send feedback, intelligence, or questions to analyst@automotiveisac.com 

 Intelligence Notes

 Geopolitical tensions involving Russia, China, North Korea, and Iran remain high with Russia-Ukraine and 
Israel-Hamas in crises (Russia-Ukraine 1, Israel-Hamas 2 3, Iran, China 4 5 6 7 8*, North Korea).

 Ransomware 9 10 Groups Targeting Automotive: 8Base, Akira, Black Basta, BlackSuit, LockBit 3.0, Medusa, 
Hunters International, Play,  Qilin, Qiulong, RA World, RansomHub, Red Ransomware 

 Consider Technical Debt: “Technical debt is the accumulation of sub-optimal or expedient solutions in 
software development that can slow future progress and increase costs...” (DigitalOcean)

 Notable Vehicle Research: Gaining SSH Access to Infotainment Systems (CANBUSHACK); Bypassing 
Authentication on ECUs (Link). 

 Notable TTPs: Using social engineering to inject backdoor in open-source xz Utils (arsTECHNICA); AI-
enhanced spear-phishing (The Hacker News); spear-phishing via free IP scanning tool lure (BlackBerry); 
exploiting vulnerabilities in firewall platforms (CISA); exploiting zero-day vulnerability in file transfer system 
server (Darkreading); integrating espionage, attack, and influence into combined operations (Google); 
business/vendor email compromise (Abnormal); Notable Tools: xzbot (GitHub); Jia Tan’s SSH Agent 
(GitHub); Pupy RAT (Cybersecurity News); LightSpy (BlackBerry); Dredge (GitHub); Ridbrute (GitHub).

https://www.securityweek.com/fbi-thousands-of-remote-it-workers-sent-wages-to-north-korea-to-help-fund-weapons-program/
mailto:staff@automotiveisac.com?subject=Please%20Unsubscribe%20Me%20from%20DRIVEN
mailto:analyst@automotiveisac.com
https://www.nbcnews.com/news/world/ukraine-retreats-east-villages-seized-russia-us-aid-rcna149731
https://www.cnbc.com/2024/04/27/oil-refinery-in-russia-region-damaged-in-ukraine-drone-attack-authorities.html
https://apnews.com/article/israel-hamas-war-news-04-28-2024-78410c1eaf671008cd60dccc00b44ee4
https://www.timesofisrael.com/liveblog_entry/idf-launches-fresh-strikes-on-hezbollah-targets-after-rocket-barrage-from-lebanon/
https://www.aljazeera.com/news/2024/4/27/yemens-houthis-damage-oil-tanker-shoot-down-us-drone
https://apnews.com/article/iran-israel-mideast-tensions-4-19-2024-a7ccbae2e2844bab089e8e4377a24ddb
https://apnews.com/article/us-china-blinken-wang-yi-8c1c453df3afbd6ec87ced0c8d618064
https://www.politico.com/news/2024/04/26/blinken-beijing-russia-sanctions-00154556
https://www.youtube.com/watch?v=vDLfvPyUnr4
https://www.youtube.com/watch?app=desktop&v=E6MlNUZH9V8
https://asiatimes.com/2024/04/chinese-warn-of-taiwan-crisis-from-us-military-aid/
https://www.heise.de/en/news/Presumably-Chinese-industrial-spies-stole-VW-data-on-e-drive-technology-9692416.html
https://www.dw.com/en/north-korea-says-missile-launch-was-nuclear-response-drill/a-68894214
https://ransomwatch.telemetry.ltd/#/profiles
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://www.trendmicro.com/vinfo/th/security/news/ransomware-spotlight/ransomware-spotlight-8base
https://www.cisa.gov/sites/default/files/2024-04/aa24-109a-stopransomware-akira-ransomware.pdf
https://securityintelligence.com/x-force/black-basta-ransomware-group-besting-network/
https://www.hhs.gov/sites/default/files/blacksuit-ransomware-analyst-note-tlpclear.pdf
https://securelist.com/lockbit-3-0-based-custom-targeted-ransomware/112375/
https://unit42.paloaltonetworks.com/medusa-ransomware-escalation-new-leak-site/
https://netenrich.com/blog/hunters-international-group-dls-identity-exposure
https://www.ic3.gov/Media/News/2023/231218.pdf
https://cyberint.com/blog/research/qilin-ransomware/
https://cybersecuritynews.com/new-qiulong-ransomware-emerges/
https://gbhackers.com/ra-world-ransomware-exploits/
https://socradar.io/dark-web-profile-ransomhub/
https://socradar.io/dark-web-profile-red-ransomware/
https://www.digitalocean.com/resources/article/what-is-technical-debt
https://www.canbushack.com/2024/04/02/using-password-attacks-to-gain-ssh-access-to-car-infotainment-systems/
https://dl.acm.org/doi/pdf/10.1145/3657645
https://arstechnica.com/security/2024/04/what-we-know-about-the-xz-utils-backdoor-that-almost-infected-the-world/
https://thehackernews.com/2024/04/microsoft-warns-north-korean-hackers.html
https://blogs.blackberry.com/en/2024/04/fin7-targets-the-united-states-automotive-industry
https://www.cisa.gov/news-events/alerts/2024/04/24/cisco-releases-security-updates-addressing-arcanedoor-vulnerabilities-cisco-firewall-platforms
https://www.darkreading.com/cloud-security/patch-crushftp-zero-day-cloud-exploit-targets-us-orgs
https://cloud.google.com/blog/topics/threat-intelligence/apt44-unearthing-sandworm
https://abnormalsecurity.com/blog/automotive-industry-bec-vec-attacks
https://github.com/amlweems/xzbot
https://github.com/blasty/JiaTansSSHAgent
https://cybersecuritynews.com/hackers-actively-using-pupy/
https://blogs.blackberry.com/en/2024/04/lightspy-returns-renewed-espionage-campaign-targets-southern-asia-possibly-india
https://github.com/grahamhelton/dredge
https://gist.github.com/naksyn/8204c76cda2541e72668fa065ba94c09
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Auto-ISAC Community Meeting Featured Speaker

Why Do We Feature Speakers?
 These calls are an opportunity for information exchange & learning
 Goal is to educate & provide awareness around cybersecurity for the connected vehicle

What Does it Mean to Be Featured?
 Perspectives across our ecosystem are shared from Members, government, academia, 

researchers, industry, associations and others.
 Showcase a rich & balanced variety of topics and viewpoints 
 Featured speakers are not endorsed by Auto-ISAC nor do the speakers speak on behalf of Auto-ISAC

 How Can I Be Featured?
 If you have a topic of interest you would like to share with the broader Auto-ISAC 

Community, then we encourage you to contact us!

2000+ 
Community 
Participants

 30+ 
Featured 

Speakers to 
date

7 Best 
Practice 
Guides 

available on 
website
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Featured Speaker
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Meet the Speaker ETSC Vice ChairMeet the Speaker ETSC Vice Chair

Walter Capitani, Director, Technical Product 
Management for CodeSecure is a recognized 
expert in embedded and enterprise software 
security. 

Walter has led product teams delivering solutions 
to worldwide markets for automotive, safety-
critical and secure software development. 
Walter holds a degree in Electrical Engineering 
from the University of Waterloo and is an MBA 
graduate of the Telfer School of Management.

Walter Capitani



State of the Art Automotive 
SBOM Monitoring

Walter Capitani
Director, Technical Product Management
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Agenda

• Introduction to CodeSecure
• Software Security Workflow

• SBOM Generation
• Risk Analysis
• Vulnerability Monitoring

Walter Capitani
Senior Director, Technical Product 
Management
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CodeSecure
We protect everyone. Everywhere there’s code. 

Security
• 35 years of experience with the DoD research division
• Cutting-edge source and binary analysis finds the most vulnerabilities

Safety
• Software that’s safer and less prone to failure or bugs than the competition
• Trusted by large, global organizations with their reputations on the line

Speed
• Products built for a modern day development and DevSecOps environment
• Intuitive solutions integrate with existing tools and don’t disrupt workflow

Support
• Concierge-style customer service around the world
• Hundreds of global organizations depend on our collaborative team of problem 

solvers 
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How We Power Your Success
Go deeper than ever before. 

Purpose DevSecOps with security, safety, 
and quality

Secure third-party code and 
deliver SBOMs at the end of the 
process

Detection 
abilities

Detect unknown defects 
(zero-day)

Detect components, known (N-
day) and unknown (zero-day) 
defects

Detection 
method

Static Application Security 
Testing
(SAST) – Source code

Software composition analysis 
(SCA) – Binaries



Software Security Workflow
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Software Security Workflow

SBOM Risk
Analysis Monitor

21
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Software Security Workflow

SBOM Risk
Analysis Monitor

22
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SBOM Generation

23

Applications
Binary ingest
- Archive
- Installer
- Firmware
- Container

Component Matching
 Algorithms

On-Prem and SaaS

Known 
Components

Database

Vulnerability list

Software BOM
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Generated SBOM
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SBOM Outputs

• CycloneDX
• SPDX
• CSV Format

• Convenient for 3rd party integrations

• VEX Exports
• Vulnerability Export Exchange
• Machine readable JSON format
• Used in combination with the CycloneDX SBOM
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SBOM Risk
Analysis Monitor

Software Security Workflow

26
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Initial Risk Analysis

27

• Software Bill Of Materials
• Security scores
• N-Day vulnerabilities
• License Risk
• Security Attributes
• External Dependencies



SBOM Risk Analysis
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Software Bill of Materials (SBOM)

29

• Component Name
• Version
• Match
• Target
• Pass/Fail
• CVSS Distribution
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Refine SBOM Components

• Review discovered 
components

• Add components from 3rd 
party software that may not 
be included in scan

• The goal is to have the most 
accurate SBOM for 
monitoring



Vulnerability Risk Analysis
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Vulnerability Risk Analysis
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Vulnerability Annotations

• Review CVSS Score, Exploit and Remediation Status

• Set vulnerability state appropriately to AFFECTED, NOT 
AFFECTED, FIXED



License Risk Analysis
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License Risk Review
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SBOM Risk
Analysis Monitor

Software Security Workflow

36



SBOM Monitoring
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Monitor Software Portfolio

38

• Applications
• Scans
• File Analyzed
• Components
• License Risk
• N-Day Findings
• Heat Map
• Security Rating



© CodeSecure, Inc. All Rights Reserved

Instance-wide monitoring

39

• Search for components 
and vulnerabilities

• Filter to refine search
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Continuous Monitoring

40

• Requires hourly or daily 
updates of vulnerability 
information

• Alert to new:
• Vulnerabilities
• Exploits
• Remediations

• Triage new vulns and 
assign for investigation 
and remediation
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SBOM Risk
Analysis Monitor

Software Security Workflow

41



For more information, visit us at
https://www.codesecure.com/

Walter Capitani
Senior Director, Technical Product 
Management

http://www.codesecure.com/
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Open Discussion

Any questions about the Auto-ISAC or future 
topics  for discussion?
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Thank You
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a u t o m o t i v e i s a c . c o m

This document is Auto-ISAC Sensitive and Confidential.

Our Contact Info

Faye Francy
Executive Director

20 F Street Northwest
Suite 700

Washington, DC 20001
703-861-5417

fayefrancy@automotiveisac.com
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