WELCOME TO AUTO-ISAC!
MONTHLY VIRTUAL COMMUNITY CALL

May 01, 2024
This Session will be recorded.
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TRAFFIC LIGHT PRoOTOCOL (TLP)
VERSION 2.0 DEFINITIONS

WHEN SHoulLD IT BE USED?

How MAY IT BE SHARED?

Not for disclosure,
restricted to
participants only.

Sources may use TLP:RED when information cannot be effectively acted
upon without significant risk for the privacy, reputation, or operations of the
organizations involved. For the eyes and ears of individual recipients only,
no further.

Recipients may not share TLP:RED information with any parties outside of
the specific exchange, meeting, or conversation in which it was originally
disclosed. In the context of a meeting, for example, TLP:RED information
is limited to those present at the meeting. In most circumstances, TLP:RED
should be exchanged verbally or in person.

TLP:AMBER+STRICT

Limited disclosure,
restricted to
participants’ and its
organization.

Sources may use TLP:AMBER+STRICT when information requires support
to be effectively acted upon, yet carries risk to privacy, reputation, or
operations if shared outside of the organization.

Recipients may share TLP:AMBER+STRICT information only with
members of their own organization on a need-to-know basis to protect
their organization and prevent further harm.

TLP:AMBER

Limited disclosure,
restricted to participants’
organization and its
clients on a need-to-
know basis.

Sources may use TLP:AMBER when information requires support

to be effectively acted upon, yet carries risk to privacy, reputation, or
operations if shared outside of the organizations involved. Note that
TLP:AMBER+STRICT should be used to restrict sharing to the recipient
organization only.

Recipients may share TLP:AMBER information with members of their
own organization and its clients on a need-to-know basis to protect their
organization and its clients and prevent further harm.

TLP:GREEN

Limited disclosure,
restricted to the
community.

Sources may use TLP:GREEN when information is useful to increase
awareness within their wider community.

Recipients may share TLP:GREEN information with peers and partner
organizations within their community, but not via publicly accessible
channels. Unless otherwise specified, TLP:GREEN information may not
be shared outside of the cybersecurity or cyber defense community.

TLP:CLEAR

Disclosure is
not limited.

Sources may use TLP:CLEAR when information carries minimal or
no foreseeable risk of misuse, in accordance with applicable rules
and procedures for public release.

Recipients may share this information without restriction. Information is
subject to standard copyright rules.

Source: https://www.us-cert.gov/tip
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AGENDA

Welcome
11:00 > Why We're Here
» Expectations for This Community

Auto-ISAC Update

11:05 » Auto-ISAC Activities |
» Heard Around the Community
> Intelligence Highlights

11:15 DHS CISA Community Update
] » Jeff Terra, Joint Cyber Defense Collaborative (JCDC)

Featured Speaker:
11:20 » Walter Capitani, Director of Technical Product Management, Organization: CodeSecure

» Title: State-of-the-Art Automotive SBOM Monitoring

11:55 Q&A & Closing Remarks
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WELCOME - AUTO-ISAC COMMUNITY CALL!

Purpose: These monthly Auto-ISAC Community Meetings are an opportunity for you, our
Members & connected vehicle ecosystem Partners, to:
v' Stay informed of Auto-ISAC activities
v' Share information on key vehicle cybersecurity topics
v' Learn about exciting initiatives within the automotive community from our featured
speakers

shared across Auto-ISAC Community, “off the record”

Participants: Auto-ISAC Members, Potential Members, Strategic Partners, Academia, Industry
Support t h e
How to Connect: For further info, questions or to add
other POCs to the invite, please contact us!
(sharmilakhadka@automotiveisac.com )

Stakeholders and Government — the whole of the automotive industry

Classification Level:. Slides are at IO RFN and ‘K’K X
on our website. Discussions are [JHZREIEEM & may be
All-\,!no Q;n!an néenct; This document is Auto-ISAC Sensitive and Confidential. 1 May 2024



https://automotiveisac.com/
mailto:sharmilakhadka@automotiveisac.com

ENGAGING IN THE AUTO-ISAC COMMUNITY

“ Join
» If your organization is eligible, apply for Auto-ISAC Membership
s If you aren’t eligible for Membership, connect with us as a Partner

<+ Get engaged — “Cybersecurity is everyone’s responsibility!”

*» Participate
% Participate in monthly virtual conference calls (15t Wednesday of month) 21
+ If you have a topic of interest, let us know!

. i PR Navigator
OEM Members  ** Engdage & ask questions! “Cybersecurity is a Team Sport!” Part% ore
**» Share - “If you see something, say something!”
49 : < Submit threat intelligence or other relevant information
Supplier & . . . i N
Commercial s Send us information on potential vulnerabilities 20
Vehicle Members % Contribute incident reports and lessons learned Innovator
< Provide best practices around mitigation techniques Partners
] 99(y Coordination with 26
Membership represents 0 critical infrastructure ISACs
of cars and trucks on the road in through the National Council of
North America ISACs (NCI)
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Kevin Tierney

Chair of the

Board of the Directors

GM

Andrew Hillery
Chair of the CAG
Cummins

AUTO-ISAC

Automotive Information Sharing and Analysis Center

Josh Davis Stephen Roberts Tim Geiger Oliver Creighton

Vice Chair of the Secretary of the Treasurer of the Chair of the EuSC
Toyota Honda Ford

Amine Taleb Maryann Combs Bob Kaster Brian V\_Iitten
Chair of the SAG Polaris Bosch Aptiv
Harman
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AUTO-ISAC MEMBER ROSTER

Highlight = New Active Members

MAY 1, 2024

Aisin Ferrari Magna Rivian

Allison Transmission Flex MARELLI SiFive, Inc.

Amazon Ford Mazda Stellantis

American Axle & Manufacturing General Motors Mercedes-Benz Stoneridge

Aptiv Geotab Mitsubishi Electric Subaru

AVL List GmbH Harman Mitsubishi Motors Sumitomo Electric
BMW Group Hitachi (Astemo - Affiliate) Mobis thyssenkrupp
BorgWarner Honda Motional Tokai Rika

Bosch (ETAS-Affiliate) Hyundai Navistar Toyota (Woven-Affiliate)
Bose Automotive Infineon Nexteer Automotive Corp Valeo

ChargePoint Intel Nissan Veoneer

CNH Industrial Jaguar Land Rover NXP Vitesco

Continental JTEKT Oshkosh Corp Volkswagen (Cariad-Affiliate)
Cummins Kia America, Inc. PACCAR Volvo Cars

Daimler Truck Knorr Bremse Panasonic (Ficosa-Affiliate) Volvo Group

Dana Inc. KTM Phinia Waymo

Denso Lear Polaris WirelessCar

Deere & Company LG Electronics Qualcomm Yamaha Motors

e:fs TechHub GmbH Lucid Motors Renault SAS ZF

Faurecia

Luminar

Renesas Electronics

AUTO-ISAC

Automotive Information Sharing and Analysis

This document is Auto-ISAC Sensitive and Confidential.
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**All times are in ET

AUTO-ISAC BUSINESS UPDATES AND EVENTS

» Community Call: Wednesday, June 5, 2024 Time: 11:00 — 12:00 p.m. ET _ Speaker:
Justin Maltibano, Car Hacking Village Title: TBA

» ACT Fundamental Course: On-Demand, Cybersecurity Basics (32 hrs.) | Security Engineering (28 hrs.) |
Security Operations/Management (22.5 hrs.)

» CAPEX: Capability Exam is scheduled for May 22, 2024. If interested in taking the exam, please complete
the information form by May 10t". The proctored exam will be made available in multiple time zones.

» Auto-ISAC YR IFNL 8th Annual Cybersecurity Summit will be held October 21 — 24, 2024 in Detroit,
Michigan. Agenda details and registration can be found here!

» Auto-ISAC’s P HMRTFNN 2nd Annual Auto-ISAC European Cybersecurity Summit will be held June 12 —
13, 2024 at BMW Welt in Munich, Germany. Agenda details and registration can be found here!

é 'T.'v! A ag -r'in!an né enc“; This document is Auto-ISAC Sensitive and Confidential. TLP:CLEAR 1 May 2024 8


https://www.surveymonkey.com/r/CAPEX_Attendees
https://web.cvent.com/event/956ead27-61bb-4935-9dae-524ccb860792/summary
https://www.bmw-welt.com/en/index.html
https://web.cvent.com/event/4fe902b6-a4f5-471e-ba5b-479134dc08e1/summary
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2024 AUTO-ISAC EUROPEAN CYBERSECURITY SUMMIT

SUSTAINING THE PRESENT — SECURING THE FUTURE



AUTO-ISAC
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2024 Auto-ISAC Cybersecurity Summit
October 22-23 | Detroit, Mi

In-person & Virtual
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https://cvent.me/ZBQ5D1

AUTO-ISAC INTELLIGENCE HIGHLIGHT

RICKY BROOKS, INTELLIGENCE OFFICER

This document is Auto-ISAC Sensitive and Confidential.

TLP:CLEAR

Bo+o 10011 0100000
1070
o 0
%,
g
50

Automotive Information Sharing and Analysis Center



AUTO-ISAC INTELLIGENCE
Know what we track daily: subscribe to the DRIVEN; JIRsHEINSSN Auto-ISAC 2024 Threat Assessment was
released March 21; we welcome your feedback.

Send feedback, intelligence, or questions to analyst@automotiveisac.com

> Intelligence Notes

Geopolitical tensions involving Russia, China, North Korea, and Iran remain high with Russia-Ukraine and
Israel-Hamas in crises (Russia-Ukraine 1, Israel-Hamas 23, Iran, China 4 2678* North Korea).

Ransomware 2 1° Groups Targeting Automotive: 8Base, Akira, Black Basta, BlackSuit, LockBit 3.0, Medusa,
Hunters International, Play, Qilin, Qiulong, RA World, RansomHub, Red Ransomware

Consider Technical Debt: “Technical debt is the accumulation of sub-optimal or expedient solutions in
software development that can slow future progress and increase costs...” (DigitalOcean)

Notable Vehicle Research: Gaining SSH Access to Infotainment Systems (CANBUSHACK); Bypassing
Authentication on ECUs (Link).

Notable TTPs: Using social engineering to inject backdoor in open-source xz Utils (arsTECHNICA); Al-
enhanced spear-phishing (The Hacker News); spear-phishing via free IP scanning tool lure (BlackBerry);
exploiting vulnerabilities in firewall platforms (CISA); exploiting zero-day vulnerability in file transfer system
server (Darkreading); integrating espionage, attack, and influence into combined operations (Google);
business/vendor email compromise (Abnormal); Notable Tools: xzbot (GitHub); Jia Tan’s SSH Agent
(GltHub) Pupy RAT (Cybersecurity News); LightSpy (BlackBerry); Dredge (GitHub); Ridbrute (GitHub).
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https://www.securityweek.com/fbi-thousands-of-remote-it-workers-sent-wages-to-north-korea-to-help-fund-weapons-program/
mailto:staff@automotiveisac.com?subject=Please%20Unsubscribe%20Me%20from%20DRIVEN
mailto:analyst@automotiveisac.com
https://www.nbcnews.com/news/world/ukraine-retreats-east-villages-seized-russia-us-aid-rcna149731
https://www.cnbc.com/2024/04/27/oil-refinery-in-russia-region-damaged-in-ukraine-drone-attack-authorities.html
https://apnews.com/article/israel-hamas-war-news-04-28-2024-78410c1eaf671008cd60dccc00b44ee4
https://www.timesofisrael.com/liveblog_entry/idf-launches-fresh-strikes-on-hezbollah-targets-after-rocket-barrage-from-lebanon/
https://www.aljazeera.com/news/2024/4/27/yemens-houthis-damage-oil-tanker-shoot-down-us-drone
https://apnews.com/article/iran-israel-mideast-tensions-4-19-2024-a7ccbae2e2844bab089e8e4377a24ddb
https://apnews.com/article/us-china-blinken-wang-yi-8c1c453df3afbd6ec87ced0c8d618064
https://www.politico.com/news/2024/04/26/blinken-beijing-russia-sanctions-00154556
https://www.youtube.com/watch?v=vDLfvPyUnr4
https://www.youtube.com/watch?app=desktop&v=E6MlNUZH9V8
https://asiatimes.com/2024/04/chinese-warn-of-taiwan-crisis-from-us-military-aid/
https://www.heise.de/en/news/Presumably-Chinese-industrial-spies-stole-VW-data-on-e-drive-technology-9692416.html
https://www.dw.com/en/north-korea-says-missile-launch-was-nuclear-response-drill/a-68894214
https://ransomwatch.telemetry.ltd/#/profiles
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://www.trendmicro.com/vinfo/th/security/news/ransomware-spotlight/ransomware-spotlight-8base
https://www.cisa.gov/sites/default/files/2024-04/aa24-109a-stopransomware-akira-ransomware.pdf
https://securityintelligence.com/x-force/black-basta-ransomware-group-besting-network/
https://www.hhs.gov/sites/default/files/blacksuit-ransomware-analyst-note-tlpclear.pdf
https://securelist.com/lockbit-3-0-based-custom-targeted-ransomware/112375/
https://unit42.paloaltonetworks.com/medusa-ransomware-escalation-new-leak-site/
https://netenrich.com/blog/hunters-international-group-dls-identity-exposure
https://www.ic3.gov/Media/News/2023/231218.pdf
https://cyberint.com/blog/research/qilin-ransomware/
https://cybersecuritynews.com/new-qiulong-ransomware-emerges/
https://gbhackers.com/ra-world-ransomware-exploits/
https://socradar.io/dark-web-profile-ransomhub/
https://socradar.io/dark-web-profile-red-ransomware/
https://www.digitalocean.com/resources/article/what-is-technical-debt
https://www.canbushack.com/2024/04/02/using-password-attacks-to-gain-ssh-access-to-car-infotainment-systems/
https://dl.acm.org/doi/pdf/10.1145/3657645
https://arstechnica.com/security/2024/04/what-we-know-about-the-xz-utils-backdoor-that-almost-infected-the-world/
https://thehackernews.com/2024/04/microsoft-warns-north-korean-hackers.html
https://blogs.blackberry.com/en/2024/04/fin7-targets-the-united-states-automotive-industry
https://www.cisa.gov/news-events/alerts/2024/04/24/cisco-releases-security-updates-addressing-arcanedoor-vulnerabilities-cisco-firewall-platforms
https://www.darkreading.com/cloud-security/patch-crushftp-zero-day-cloud-exploit-targets-us-orgs
https://cloud.google.com/blog/topics/threat-intelligence/apt44-unearthing-sandworm
https://abnormalsecurity.com/blog/automotive-industry-bec-vec-attacks
https://github.com/amlweems/xzbot
https://github.com/blasty/JiaTansSSHAgent
https://cybersecuritynews.com/hackers-actively-using-pupy/
https://blogs.blackberry.com/en/2024/04/lightspy-returns-renewed-espionage-campaign-targets-southern-asia-possibly-india
https://github.com/grahamhelton/dredge
https://gist.github.com/naksyn/8204c76cda2541e72668fa065ba94c09

AUTO-ISAC COMMUNITY MEETING

Why Do We Feature Speakers?

% These calls are an opportunity for information exchange & learning
s Goal is to educate & provide awareness around cybersecurity for the connected vehicle

What Does it Mean to Be Featured?
s Perspectives across our ecosystem are shared from Members, government, academia,

30 + researchers, industry, associations and others.
% Showcase a rich & balanced variety of topics and viewpoints

SF eatured s Featured speakers are not endorsed by Auto-ISAC nor do the speakers speak on behalf of Auto-ISAC
peakers to

date
How Can | Be Featured?
+ If you have a topic of interest you would like to share with the broader Auto-ISAC

Community, then we encourage you to contact us!

7 Best

Practice
Guides
available on

website 2 0 0 0 +

Community
Participants

Virtual Town Hall Meeting

AUTO-ISAC This document is Auto-ISAC Sensitive and Confidential. TLP:CLEAR 1 May 2024 13
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FEATURED SPEAKER

AUTO-ISAC
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MEET THE SPEAKER

Walter Capitani, Director, Technical Product
Management for CodeSecure is a recognized
expert in embedded and enterprise software
security.

Walter has led product teams delivering solutions
to worldwide markets for automotive, safety-
critical and secure software development.

Walter holds a degree in Electrical Engineering
from the University of Waterloo and is an MBA
graduate of the Telfer School of Management.

Walter Capitani

'u B0t o1z <
AA l.'v!m:!r:ap . | = A (te:r This document is Auto-ISAC Sensitive and Confidential. TLP:CLEAR 1 May 2024 15

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



State of the Art Automotive
SBOM Monitoring

G
G Walter Capitani

Director, Technical Product Management
G



Agenda

e |ntroduction to CodeSecure

 Software Security Workflow
* SBOM Generation
* Risk Analysis
* Vulnerability Monitoring

CODESECURE

Walter Capitani

Senior Director, Technical Product
Management

© CodeSecure, Inc. All Rights Reserved
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CODESECURE

Security
» 35 years of experience with the DoD research division
» Cutting-edge source and binary analysis finds the most vulnerabilities

Safety
+ Software that’s safer and less prone to failure or bugs than the competition
» Trusted by large, global organizations with their reputations on the line

Speed
* Products built for a modern day development and DevSecOps environment
* Intuitive solutions integrate with existing tools and don’t disrupt workflow

Support

» Concierge-style customer service around the world

* Hundreds of global organizations depend on our collaborative team of problem
solvers

© CodeSecure, Inc. All Rights Reserved



CODESECURE

Purpose

Detection
abilities

Detection
method

'CODESonar:

CODESECURE

DevSecOps with security, safety,
and quality

Detect unknown defects
(zero-day)

Static Application Security
Testing
(SAST) — Source code

'CODESentry

CODESECURE

Secure third-party code and
deliver SBOMs at the end of the
process

Detect components, known (N-
day) and unknown (zero-day)
defects

Software composition analysis
(SCA) — Binaries

© CodeSecure, Inc. All Rights Reserved



Software Security Workflow
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Software Security Workflow S

SBOM RISk Monitor
Analysis

CODESECURE



Software Security Workflow S

SBOM RISk Monitor
Analysis

CODESECURE




SBOM Generation

Software BOM

Version Vendor

v

Applications . . Component Matching
Binary ingest

. . Algorithms
R Windows - Archive
- Installer
- Firmware
) - Container
e

—
—

Vulnerability list

L) o
J a Va KnOWn Severity J  Vulnerability ID Vulnerability Title

Components

FFmpeg / Libav matroska_parse_block Function Matroska Container Parsing Buffer
Database ® 83250 Overflow

(

® 93984 FFmpeg / Libav libavcodec/dsputil_template.c fi_emulated_edge_mc Function Unspecified
Issue

* |
®
® 93985 FFMpeg / Libav libavformat/oggdec.c ogg_replace_stream Function Out-of-bounds Array
| ' S Access Unspecified Issue

On-Prem and SaaS

CS| CODESECURE 23
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Generated SBOM [C:S]

Bill of Materials External Dependencies N-Day Findings Security Attribute Findings  Zero-Day Findings License Findings Scan Status Scan Report
INCLUDED EXCLUDED
@ -@ @ @ @ (0) Search name Q
Pass/Fail gizt_’:w Name Version Vendor Match 4 Vulnerabilities by Severity Target License Annotate
4 @ 100 a2dp.vol 126 unspecified Low |[®@ 0o ||©® o | (A o |[[@ o \[@ 0 j classes.dex Qﬁ g\?aﬁ:tt)?e [__Jf
> @ 100 android-framework-23 6.0.1+r72-4 unspecified Low |® 0o ||® o | (A o |[[@ o \[@ 0 j classes.dex Qﬁ Apache 2.0 Df
. . — N\ Y y N N y
> @ 100 android-framework-23 6.0.1+r72-4 unspecified Low |® o ||® o | A o || o |[® o classes.dex Q‘ Apache 2.0 L
> @ 100 android-framework-23 6.0.1+r72-4 unspecified Low |® o ||G® o | A o || o \[@ 0 j classes.dex Q‘ Apache 2.0 Lf
2 @ 100 android-platform-art ~ 11.0.0+r48 unspecified Low [® o ||[©® o | A o || o |[® o libartbase.so Q’ Apache 2.0 [__Jy
4 @ 109 ~ 2android-platform- 10.0.0+r36 unspecified Low |®@ o | \@ 0 \ | A o Hm 0 \ ® o classes.dex ﬁ Apache 2.0 [__Jf
frameworks-base e ) ) L ) : Q. pache 2.
android-platform- . N~ / \ N
4 @ 100 e works-base 10.0.0+r36 unspecified Low |® o H@ 0 \ |A o \||I| 0 /\ [@ 0 j classes.dex Qx Apache 2.0 [__Jf
android-platform- . YR - - \ . ) N
4 @ 100 frameworks-native 10.0.04r36 unspecified Low @ o ‘@ 0 ‘ | & o ||I| 0 _/‘ [@ 0 j libgui.so Q‘ Apache 2.0 [__Jf
android-platform- . SR : -~ \ . ) N
4 @ 100 frameworks-native 10.0.0+r36 unspecified Low @ o | ‘@ 0 ‘ | A o | ||I| 0 _/‘ [@ 0 j libgui.so Q‘ Apache 2.0 [__J.f
android-platform- . Y - - \ . ) N
g @ 190 frameworks-native 10.0.0+r36 unspecified Low @ o H‘_@ o |_A 0 HlII 0 _J [@ 0 j libgui.so Q‘ Apache 2.0 Lf

G CODES ECU RE © CodeSecure, Inc. All Rights Reserved



SBOM Outputs

CycloneDX
SPDX
e CSV Format

Convenient for 37 party integrations

VEX Exports
Vulnerability Export Exchange
Machine readable JSON format
Used in combination with the CycloneDX SBOM

CS| CODESECURE

[

(©) CycloneDX

D

=

CSV

© CodeSecure, Inc. All Rights Reserved



Software Security Workflow S

Risk
Analysis
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Initial Risk Analysis

« Software Bill Of Materials Rl | I | I

4+  NEW SCAN

» Security scores . gL | . -

L] L] L] r.
. —— ATTRIBUTES
- Bill of Materials N-Day Findings Zero-Day Findings Security Atributes Scan Status
Q =
| ] L] 65 Attributes
* IcCense RIS . " ’
Portiaby Enchied

- m preo s Dt s o

+  NEW SCAN

- Security Attributes = e | S

20114109 £ OpenSSL containg an unspecified fisw That is 6 10 8 doubla-Ires emor that occurs when the p—
Progeam fass 1o ¥ PSS, Mo Nt e i
Fite Hashes:

« MDS: undefiesd

« External Dependencies R .

0

25 Timetne v - ~ P
20114877

At 18,2013 Mach 2, 2021 Sapherier 22,2013 Ao 78, 2001 Sapurioer 16, 2015 Wovemon 2, 2015 " ks
20142406 20154078 2012-15358

b o Gporas g Dieoct 2oe-8176 e
b M oo 02 Dz 2017-373 it
[} . Pres et 20143571

» | opeess o Drect s

» p— pres Diect 1788

» | opmeas 09 Devct 0151780

» m oponasi oo8r Dwct 20151780

3 m oo 08B Divwct WISz

3 m pr— ooB Desct 201476

¥ m aperss 02 Divnct 2017373

CS| CODESECURE 27
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SBOM Risk Analysis

S



Software Bill of Materials (SBOM)

« Component Name @ R WO secvry rrwoures () /
3 10

« Version R R B S
* Match | l -' W ETTTm
| _ Em | . L .
« Target
« Pass/Fail
e CVSS Distribution |
i s

CS|CODESECURE 29 © CodeSecure, Inc. All Rights Reserved




Refine SBOM Components [

Annotate Component X

 Review discovered
components

Component Version: 2.2.1

Vendor: gpac

« Add components from 3rd
party software that may not
be included in scan

* The goal is to have the most
accurate SBOM for
m O n ito ri n g Open Source GNU Library or 'Lesser' General Public License

(LGPL)

In Review

Note: components that are excluded can be re-included if needed. When a component is excluded,
the component, as well as any associated vulnerabilities, will not be included in overall metrics and
reports.

CANCEL UPDATE

G CODES ECURE © CodeSecure, Inc. All Rights Reserved




Vulnerablility Risk Analysis
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Vulnerability Risk Analysis

Bill of Materials External Dependencies N-Day Findings Security Attribute Findings  Zero-Day Findings License Findings Scan Status Scan Report
Filter by severity Filter by match Filter by included status Filter by remediation Filter by location
EXCI(_(%J)DED Choose a date = Search CVE or Vuln ID Q All e High All - Al - Al v
Severity Vulnerability ID Vulnerability Title Component Name Covme:?g:m Match CVE ID(s) Status Ri‘c:itli;z‘li:n Annotate
> ® 152287 Libxml2 Unspecified Out-of-bounds Access Issue libxmi2 2.9.14+dfsg High 2016-9833 Under Investigation m O
> ® 152287 Libxml2 Unspecified Out-of-bounds Access Issue libxmiI2 2.9.14+dfsg High 2016-9833 Under Investigation O
> ® 152287 Libxml2 Unspecified Out-of-bounds Access Issue libxmiI2 2.9.14+dfsg High 2016-9833 Under Investigation m O
> ® 152287 Libxml2 Unspecified Out-of-bounds Access Issue libxmi2 2.9.14+dfsg High 2016-9833 Under Investigation m O
> ® 117589 Sg::f’t‘zr"f’?:ﬂfé f)ee’;‘i’ﬁ—::‘;‘s'zﬁ;a”°°'° —zend_shared_memdup Function . 8.2.7 High 2015-1351 Under Investigation O
y® e CH Y srsr Furcions prpitiet s TpeHancing g O
Y@ e e el B1E i ptber lomat s Functin O
3 &® 146960 ::i;’;vgg:g'gpf;eqr"cc)v"e%z:fape—s"ingo Function Integer Overflow php 8.2.7 High Under Investigation O
3 &® 146961 g:': Hfgxﬁsfgfé%Z‘;eggfr;‘e‘i'gffe?fz‘wi"" String Handling Integer php 8.2.7 High Under Investigation O
3 &® 146967 g:': HT:‘:V/SF‘;?::{:{:‘;’:;%E?fz;gs\f:r‘f’&:tm'—e”““es—e"o Function Integer 8.2.7 High Under Investigation O
> &® 146969 \F;:E:;Z:Ei':‘"ga;fe/ r’:;‘z‘&;&Zﬁ;’gf:a:‘;::e'-f‘"mat-e"o Function Size 8.2.7 High Under Investigation O
y @ s S o AP oy e e TR P g D
4 ® 291151 SQLite Unspecified Issue sqlite 3.32.2 High 2021-46100 Under Investigation m O
4 ® 291151 SQLite Unspecified Issue sqlite 3.32.3 High 2021-46100 Under Investigation m O
4 ® 291151 SQLite Unspecified Issue sqlite 3.39.2 High 2021-46100 Under Investigation m O
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Vulnerability Annotations

CGED
aps Vul il [+ Link Annotat
Annotate Vulnerability % severity 4 "M vuinerability Tite Component Name Spponent Matoh  GVEID() Updated At (UTC) Target Path Status Dklo Anerste
PM/HTTP Server
Vulnerability ID: 152287 ggg::'::; g
Libxml2 Unspecified Out-of-bounds Access Issue nttpd.tar/
. . Libxmi2 Unspecified Out-of-bounds 2.9.10+dfsg-6. |, 637803(f401025011015 )
LibxmI2 contains an out-of-bounds access flaw that may allow a v @ 152287 Access ,ssueps lipxmi2 7 +deb11u‘lg High  2016-9833 1d890d7b8323136aefy  Under Investigation @ O
context-dependent attacker to have an unspecified impact. No 10® 05d25321505bb2e871
further details have been provided by the researcher. ef18658/1ayer.ar/usr/
lib/x86_64-linux-gnu/
CVSS Score libxml2.50.2.9.10
Annotate *

3 -
L,/ Vulnerability Annotation This finding was last annotated on April 15, 2024, 8:55 PM GMT+1 %

(& Annotate (1 Finding)

Vulnerability Status

L Current status: Under Investigation
Under Investigation  ~ Status comment: Enter Annotations comments - going to fix this...
o Original CVSS score: 10

Vulnerability Status Comment Score comment:

Enter Annotations comments - going to fix this...|

* Review CVSS Score, Exploit and Remediation Status
(®) Keep score at its current score of 10
() Modify score
* Set vulnerability state appropriately to AFFECTED, NOT
AFFECTED, FIXED
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License Risk Analysis

S



License Risk Review IS

Bill of Materials External Dependencies N-Day Findings License Findings Scan Status Scan Report
License Name (Number of Licenses) In Review Not Approved Approved License Risk Category
A
4 Free Software (2) 0 0 2 Q‘
A
4 Open Source Other (5) 5 0 0 Q‘
A
4 Open Source GNU Affero General Public License (AGPL) (1) 1 0 0 Q’
A
4 Open Source GNU General Public License (GPL) (48) 47 0 1 Q’
4 Open Source Eclipse Public License (EPL) (1) 1 n n
v Open Source Apache License 2.0 (10) 10 0 0 5‘:1
4 Open Source GNU Library or 'Lesser' General Public License (LGPL) (41) rier vy ICENSE St
Search product name Search path All v
4 Open Source Mozilla Public License (MPL) (5)
} Open SOUrCe Apache LiCenSe 2 0 (1 O) Product Name 1‘ Version Vendor Product Path License State Annotate
s COTS-Software.zip/COTS- .
P Open Source Boost Software License (BSL) (2) arangodb 389 unspecified Software/JavaScriptCore.dll In Review 4
. . COTS-Software.zip/COTS- f
juce 7.0.2 unspecified " In Review L
) Open Source BSD 2-Clause 'Simplified' or 'FreeBSD' license (14) Software/CoreAudioToolbox.dll
livm org-17-init unspecified COTS-Software.zip/COTS-Software/Admin.dll In Review @
. - COTS-Software.zip/COTS- X
fivm org-17-init unspecified Software/JavaScriptCore.dIl In Review @
" COTS-Software.zip/COTS- .
swoole 503 unspecified Software/JavaScriptCore.dll In Review @
traffic_server 6.1.1 apache COTS-Software.zip/COTS-Software/CFNetwork.dll In Review @
. . - COTS-Software.zip/COTS- X
webkitgtk+ safari-610.4.3.1.7 unspecified Software/JavaScriptCore.dil In Review @
webkitgtk+ safari-610.4.3.1.7 unspecified COTS-Software.zip/COTS-Software/WebKit.dll In Review @
webkitgtk+ webkit-611.3.10.1.17  unspecified COTS-Software.zip/COTS-Software/WTF.dll In Review @
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Software Security Workflow
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SBOM Monitoring

S



Monitor Software

« Applications

e Scans

* File Analyzed
« Components

* License Risk

* N-Day Findings
 Heat Map

« Security Rating

CODESECURE

APPLICATIONS
15

1 Last 24 Hours

COMPONENTS

9,443

Total Components

Portfolio

Maost Common

SCANS SUBMITTED
12

T4 Last 24 Hours

N-DAY FINDINGS

Total Findings ® i 7ean

TARGET FILES ANALYZED
143,062

420,517  Last 24 Hours

2 5 41 5 3,538 Findings To Fix 513 Findings To Defend ACTIVITY MONITOR
) L A

ORGANIZATION SECURITY RATING

’—
( 38
|

~
L

PHP ext/opcache/zend_shared_alloc.c
zend_shared_memdup() Function Use-after-free

5 Most Recent Scans x

libcé ljnspec\ﬁed Issue
- @ 156288 Linux Kemnel drivers/net/macsec.c macsec_start_xmit()
webgoat Function Remote Heap Buffer Overflow Scan Name Status
. Linux Kemnel
hi drivers/ i_target S.C 2
il () 93758 iscsi_add_notunderstood_response() Function Key Forwarder-9.0.3-Windows Scanning
Handling Heap Buffer Overflow
libc6-dev Linux Kemel drivers/char/random.c crg_ready() Yocto
{X) 179535 Function CRNG State Handling Random Number
il Generation (RNG) Weakness
Components cotaLt e Findings by .
With Findings Severity @ 104658 Linux Kemnel /netfilter/nf_conntrack_proto_dccp.c Teamviewer
firmware
LICENSE RISK N-DAY FINDINGS HEAT MAP S
Number of Findings with a Given Severity and Match Level
Commercial Critical 1,612
Undisclosed High 3,028 340
Madha e JOB STATS
strong Copyiett NG g
% Low 288 N G
it lew: 2 ompleted: 101,092
Redistributable & None . e
Uploading: 0 Skipped: 52,906
Weak Copyleft ) Unassigned Queued: 352  Falled and Gancelled: 2,221
o Low Medium High Definite Direct Underway: 2 Upload Failed: 26
Permissive |
Match Level
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Instance-wide monitoring

« Search for components
and vulnerabilities = 'CODESentry® (00L&

. .
* Filter to refine search

il Dashboard
—
= 'CODESentrg’“ C O © &~ rnents Vulnerabilities

®

il Dashboard

m Component Name Component Version Component Vendor Target Path Link to Scan

Demo/Web Conference @

openssl| Q Search component version Q Search component vendor Q

L5 xDevOps ®) seans - it openssl 111k openssl Client/Zoominstaller.exe
@ Filter by severity Filter by remediation Filter by location it openssl| 1_1_1s unspecified gﬁg‘?//\zl\:;%?:sq;e"r: rng)?e (<%
2023 All - Remediation Available - Remote/Network Access e i
@ Q { Demo/Wifi
openssl| 3.0.0 openssl| Firmware/BZ.ar7240.v4.3.28.11361.210 (<
@ . . Lkt 128.2309.bin
Severity & Vulnerability ID Vulnerability Title Component Name omponen CVE ID(s) Target Path Inkto
Version Scan PM/Wifi
OpenSSL orypto/x509/x509_vy.c check_policy( Bemo/Web Conforence openssl| 3.0.0 openssl| 1Flzr*ran;vsaor(;/gz.ar72z‘l0.v4.3.28.1 1361.210 <%
» A 316482 Function Leaf Certificate Invalid Certificate Policy ~openss| 1.1k 2023-0465 . @ - .bin
Handli " Client/Zoominstaller.exe
andling Remote Policy Check Bypass
OpenSSL crypto/x509/x509_vfy.c check_policy() Demo/Wifi ftame narnnnas S
» A 316482 Function Leaf Certificate Invalid Certificate Policy ~openss| 3.0.0 2023-0465 Firmware/BZ.ar7240.v4.3.28.11361.210128. (<
Handling Remote Policy Check Bypass 2309.bin
OpenSSL crypto/x509/x509_vfy.c check_policy() PM/Wifi
» é 316482 Function Leaf Certificate Invalid Certificate Policy ~ openss! 3.00 2023-0465 Firmware/BZ.ar7240.v4.3.28.11361.210128. (@
Handling Remote Policy Check Bypass 2309.bin

Items per page: 25 Y 1-30f3
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Continuous Monitoring

* Requires hourly or daily <
updates of vulnerability o e
information

 Alert to new: e

* Vulnerabilities W o v ow o w

21 22 23 24 25 26 27

* EXp|OitS 28 29 30 31
° Remed iation S Include vulnerabilities that have all of

the following changes since the
selected date

° Triage new vulns and Updated Vulnerability
. . . . Updated Remediation
assign for investigation Updted Explo

New Vulnerability

and remediation

Cancel Clear
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Walter Capitani

Senior Director, Technical Product

G For more information, visit us at
hit s.//www.codesecure.com/



http://www.codesecure.com/

OPEN DISCUSSION

ANY QUESTIONS ABOUT THE AUTO-ISAC OR FUTURE

TOPICS FOR DISCUSSION?

W8 o0t 0106,

ﬁmgln;lr:aﬁ(o%h;n!a ﬁnaﬁcg This document is Auto-ISAC Sensitive and Confidential. TLP:CLEAR 1 |\/|ay 2024




THANK YOU
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OUR CONTACT INFO

AUTO-ISAC

Automotive Information Sharing and Analysis Center

Faye Francy
Executive Director

AUTOMOTIVEISAC.COM

AUTO-ISAC

Automotive Information Sharing and Analysis Center

20 F Street Northwest
Suite 700
Washington, DC 20001
703-861-5417
fayefrancy@automotiveisac.com
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