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This meeting is being held at

Disclosure is not limited.

TLP:CLEAR

As Members of the Auto-ISAC, we strictly comply with EU and US antitrust laws. Please do not 
discuss anything that your company considers commercially sensitive and/or confidential such 
as pricing or future product plans. A violation of any of the above-mentioned issues will result in 
us having to quickly terminate the meeting.

Finally, please remember to keep these deliberations confidential. Please do not discuss the 
substance of these meetings outside of this group.

Auto-ISAC Antitrust Statement

This document is Auto-ISAC Sensitive and Confidential.
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Traffic Light Protocol (TLP) 
Version 2.0 Definitions

This document is Auto-ISAC Sensitive and Confidential.
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Agenda
Time (ET) Topic

11:00
Welcome
 Why We’re Here
 Expectations for This Community

11:05
Auto-ISAC Update
 Auto-ISAC Activities
 Heard Around the Community
 Intelligence Highlights

11:15
DHS CISA Community Update
 Jeff Terra, Consulting Support, Joint Cyber Defense Collaborative (JCDC), Cybersecurity and 

Infrastructure Security Agency (CISA)

11:20
Featured Speaker:
 Roy Zur, President, CEO, ThriveDX Enterprise 
 Title: “Driving a Cyber-Secure Culture in Auto Manufacturing: The Essential Role of 

the Human Factor”

11:45 Around the Room
 Sharing Around the Virtual Room

11:55 Closing Remarks
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Welcome - Auto-ISAC Community Call!

Purpose: These monthly Auto-ISAC Community Meetings are an opportunity for you, our 
Members & connected vehicle ecosystem Partners, to:

 Stay informed of Auto-ISAC activities
 Share information on key vehicle cybersecurity topics
 Learn about exciting initiatives within the automotive community from our featured 

speakers

Participants: Auto-ISAC Members, Potential Members, Strategic Partners, Academia, Industry 
Stakeholders and Government – the whole of the automotive industry

Classification Level: TLP:GREEN - May be shared within 
the Auto-ISAC Community and “off the record”

How to Connect: For further info, questions or to add 
other POCs to the invite, please contact us! 

(sharmilakhadka@automotiveisac.com )
 

mailto:sharmilakhadka@automotiveisac.com
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 Join
 If your organization is eligible, apply for Auto-ISAC Membership
 If you aren’t eligible for Membership, connect with us as a Partner
 Get engaged – “Cybersecurity is everyone’s responsibility!”

 Participate
 Participate in monthly virtual conference calls (1st Wednesday of month)
 If you have a topic of interest, let us know! 
 Engage & ask questions!  

 Share – “If you see something, say something!”
 Submit threat intelligence or other relevant information
 Send us information on potential vulnerabilities
 Contribute incident reports and lessons learned 
 Provide best practices around mitigation techniques

19 
Innovator 
Partners

21
Navigator 
Partners

Coordination with 26 
critical infrastructure ISACs 

through the National Council of 
ISACs (NCI)

Membership represents 99% 
of cars and trucks on the road in 

North America

29
OEM Members

46 Supplier &
Commercial 

Vehicle Members

Engaging in the Auto-ISAC Community
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Josh Davis
Chair of the 

Board of the Directors
Toyota

Kevin Tierney
Vice Chair of the 

Board of the Directors
GM

Stephen Roberts 
Secretary of the 

Board of the Directors
Honda

Tim Geiger
Treasurer of the 

Board of the Directors
Ford

Ravi Puvvala
Chair of the SAG
Fleet Defender

Andrew Hillery
Chair of the CAG

Cummins

2023 Board of Directors Thank you for your Leadership! 

Monica Mitchell
Polaris

Bob Kaster
Bosch

Brian Witten
Aptiv

Andreas Ebert
Chair of the EuSC

Volkswagen
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Auto-ISAC Member Roster      

As of July 1, 2023                        
 

75 Members + 5 Pending

Aisin Flex Luminar Qualcomm
Allison Transmission Ford Magna Renesas Electronics
American Axle & Manufacturing Garrett MARELLI Rivian
Aptiv General Motors (Cruise-Affiliate) Mazda Stellantis
AT&T Geotab Mercedes-Benz Subaru
AVL List GmbH Harman Mitsubishi Electric Sumitomo Electric
Blackberry Limited Hitachi Mitsubishi Motors thyssenkrupp
BMW Group Honda Mobis Tokai Rika
BorgWarner Hyundai Motional Toyota (Woven Planet-Affiliate)
Bosch (ETAS-Affiliate) Infineon Navistar Valeo
Bose Automotive Intel Nexteer Automotive Corp Veoneer
ChargePoint John Deere Electronic Nissan Vitesco
Continental (Argus-Affiliate) JTEKT Nuro Volkswagen
Cummins (Meritor-Affiliate) Kia America, Inc. Nuspire Volvo Cars
Denso Knorr Bremse NXP Volvo Group
e:fs TechHub GmbH KTM Oshkosh Corp Waymo
Faurecia Lear PACCAR Yamaha Motors
Ferrari LG Electronics Panasonic (Ficosa-Affiliate) ZF
Fleet Defender Lucid Motors Polaris 

Pending: CNH Industrial, Daimler Truck, Micron, Stoneridge, Amazon 
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Auto-ISAC Business Updates and Events

Upcoming Meetings: 

 Members Teaching Members:  Wednesday, July 19th Time: 10:00am – 11:30 a.m. TLP:AMBER; 
Speaker: Mortiz Minzlaff, ETAS Title: “An Industry on the Move: Raising cyber maturity in 
Automotive”

 Auto-ISAC Summit will be Tuesday, October 17th-18th, 2023 in Torrance, California. Sponsorship 
opportunities are still available. https://automotiveisac.com/2023-annual-summit 

Register now! Early bird pricing for US summit ends September 8th. 

 ACT Fundamentals Courses: Registration opens this summer for the 3 Automotive Cybersecurity 
Training (ACT) Fundamentals Courses that form the basic building blocks towards Certified 
Automotive cyberSecurity Engineer (CASE) certification. Registration information will be posted 
here: https://automotiveisac.com/automotive-cybersecurity-training 

**All times are in ET

https://automotiveisac.com/2023-annual-summit
https://automotiveisac.com/automotive-cybersecurity-training
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Auto-ISAC Intelligence Highlight
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Auto-ISAC Intelligence

 Know what we track daily: subscribe to the DRIVEN; TLP:GREEN Auto-ISAC 2022 Threat Assessment 
released with Auto-ISAC Automotive Cyber Threat Ecosystem (1st Iteration) included.

 Send feedback, contributions, or questions to analyst@automotiveisac.com 

 Intelligence Notes
 Although small signs of de-escalation are starting to appear, geopolitical tensions involving Russia, China, 

North Korea, and Iran remain high with Russia- Ukraine in crisis. Threat of cyberattack spillover increases if: 
(1) the Russia-Ukraine war leads to kinetic clashes with the West (possible but unlikely), and (2) any other 
hotspots escalate into crises (possible) (Russia-Ukraine 1, China 2 3 4, North Korea, Iran). 

 Ransomware 5 Groups Targeting Automotive: 8Base, Cl0p, BlackBasta, LockBit 3.0, Akira, BianLian. 

 Threat actors continue to advertise access to automotive organizations’ databases or files containing stolen 
data on sites such as Leakbase, XSS, and MalwareBazaar.

 Logs of +100K raccoon stealer-infected devices with ChatGPT account credentials for sale on unspecified dark 
web marketplaces in the past year (Group-IB).

 Notable TTPs and Tools: Hijacking S3 buckets (Checkmarx); Employing voice cloning & ChatGPT (Trend 
Micro); Stealing credentials from MQTT server—non-automotive case (Kaspersky); Layer 7 DDoS Attacks 
(Microsoft); Process injection (Security Joes); Exploitation of VMware vRealize (BleepingComputer); Fileless 
Attacks (CSO); Credential stealing (The Hacker News); Exploitation of network-attached storage 
(SecurityWeek); Flipper Zero (TechCrunch); Metasploit (Rapid7); Triangulation (BleepingComputer); 
ObserverStealer (Medium).

mailto:staff@automotiveisac.com?subject=Please%20Unsubscribe%20Me%20from%20DRIVEN
mailto:analyst@automotiveisac.com
https://economictimes.indiatimes.com/news/defence/russian-forces-gain-ground-near-eastern-ukrainian-town-of-svatove-deputy-defence-minister-hanna-maliar/articleshow/101442796.cms
https://www.i24news.tv/en/news/international/ukraine-russia-war/1688197956-zelensky-says-ukraine-must-show-results-of-counteroffensive-before-nato-summit
https://apnews.com/article/china-yellen-biden-xi-economics-867a9a92427386ded2076ba8e342c6e2
https://www.cnbc.com/2023/06/29/us-dutch-set-to-hit-chinas-chipmakers-with-one-two-punch.html
https://www.dni.gov/files/NCSC/documents/SafeguardingOurFuture/FINAL_NCSC_SOF_Bulletin_PRC_Laws.pdf
https://www.cnn.com/2023/07/03/business/germanium-gallium-china-export-restrictions/index.html
https://www.japantimes.co.jp/news/2023/06/16/asia-pacific/us-nuclear-submarine-south-korea-missiles/
https://wncy.com/2023/06/30/israel-no-closer-to-attack-on-iran-nuclear-sites-official-says/
https://ransomwatch.telemetry.ltd/#/profiles
https://blogs.vmware.com/security/2023/06/8base-ransomware-a-heavy-hitting-player.html
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-158a
https://www.fortinet.com/blog/threat-research/ransomware-roundup-black-basta
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-165a
https://decoded.avast.io/threatresearch/decrypted-akira-ransomware/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-136a
https://www.group-ib.com/media-center/press-releases/stealers-chatgpt-credentials/
https://checkmarx.com/blog/hijacking-s3-buckets-new-attack-technique-exploited-in-the-wild-by-supply-chain-attackers/
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/how-cybercriminals-can-perform-virtual-kidnapping-scams-using-ai-voice-cloning-tools-and-chatgpt
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/how-cybercriminals-can-perform-virtual-kidnapping-scams-using-ai-voice-cloning-tools-and-chatgpt
https://usa.kaspersky.com/blog/pet-feeders-vulnerabilities/28521/
https://msrc.microsoft.com/blog/2023/06/microsoft-response-to-layer-7-distributed-denial-of-service-ddos-attacks/
https://www.securityjoes.com/post/process-mockingjay-echoing-rwx-in-userland-to-achieve-code-execution
https://www.bleepingcomputer.com/news/security/vmware-warns-of-critical-vrealize-flaw-exploited-in-attacks/
https://www.csoonline.com/article/643356/fileless-attacks-surge-as-cybercriminals-evade-cloud-security-defenses.html
https://thehackernews.com/2023/06/microsoft-warns-of-widescale-credential.html
https://www.securityweek.com/cisa-says-critical-zyxel-nas-vulnerability-exploited-in-attacks/
https://techcrunch.com/2023/06/26/flipper-sales/
https://github.com/rapid7/metasploit-framework
https://www.bleepingcomputer.com/news/apple/apple-fixes-zero-days-used-to-deploy-triangulation-spyware-via-imessage/
https://medium.com/@cyberhust1er/observerstealer-unmasking-the-new-contender-in-cyber-crime-6e54a40d801d


Jeff Terra

CISA Resource Highlights

7/5/2023

• Joint Cyber Defense Collaborative
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DoS and DDoS Attacks against Multiple Sectors

7/5/2023
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• CISA is aware of open-source reporting of targeted denial-of-service (DoS) and distributed 
denial-of-service (DDoS) attacks against multiple organizations in multiple sectors.

• Contact your network administrator to confirm whether the service outage is due to maintenance 
or an in-house network issue. Network administrators can also monitor network traffic to confirm 
the presence of an attack, identify the source, and mitigate the situation by applying firewall rules 
and possibly rerouting traffic through a DoS protection service.

• Contact your internet service provider to ask if there is an outage on their end or if their network 
is the target of an attack and you are an indirect victim. They may be able to advise you on an 
appropriate course of action.

• Please note all information provided is TLP Amber
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2023 CWE Top 25 Most Dangerous Software Weaknesses

• The Homeland Security Systems Engineering and Development Institute, sponsored by the 
Department of Homeland Security and operated by MITRE, has released the 2023 Common 
Weakness Enumeration (CWE) Top 25 Most Dangerous Software Weaknesses. 

• The CWE Top 25 is calculated by analyzing public vulnerability data in the National Vulnerability 
Data (NVD) for root cause mappings to CWE weaknesses for the previous two calendar years. 

• These weaknesses lead to serious vulnerabilities in software. An attacker can often exploit these 
vulnerabilities to take control of an affected system, steal data, or prevent applications from 
working.

7/5/2023

15



Jeff Terra

CISA and Partners Release Joint Guide to Securing Remote Access 
Software

• CISA, FBI, NSA, MS-ISAC, and the Israel National Cyber Directorate (INCD) released the Guide to 
Securing Remote Access Software.

• This joint guide is the result of a collaborative effort to provide an overview of legitimate uses of 
remote access software, as well as common exploitations and associated tactics, techniques, and 
procedures (TTPs), and how to detect and defend against malicious actors abusing this software.

• Remote access software provides organizations with a broad array of capabilities to maintain and 
improve information technology (IT), operational technology (OT), and industrial control system (ICS) 
services; however, malicious actors often exploit this software for easy and broad access to victim 
systems.

• CISA encourages organizations to review this joint guide for recommendations and best practices to 
implement in alignment with their specific cybersecurity requirements to better detect and defend 
against exploitation.

• Please note all information provided is TLP Amber

7/5/2023

16



Jeff Terra

Security/Software Updates

For the period of 6/1/23 - 6/30/23:
• VMWare Releases Security Update: vCenter Server and Aria
• Juniper Releases Security Advisor: Junos OS and other products
• Progress Software Releases Security Advisor: MoveIT Transfer
• Baracuda Networks Releases Update: ESG Vulnerability
• Fortinet Releases Vulnerability Advisories and Security Updates
• Adobe Releases Security Updates: Multiple products
• Microsoft Releases Security Updates:
• Mozilla Releases Security Updates: Multiple products

• Best practices:
• Leverage automatic updates for all operating systems and third-party software
• Implement security configurations for all hardware and software assets
• Remove unsupported or unauthorized hardware and software from systems

Please note all information provided is TLP Amber

7/5/2023
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CISA Releases Industrial Control Advisories

• These advisories provide timely information about current security issues, 
vulnerabilities, and exploits surrounding ICS.

• CISA encourages users and administrators to review the newly released 
ICS advisories for technical details and mitigations

• For the period of 6/1/23- 6/30/23 approximately 43 advisories have been 
issued

• The advisories span the following sectors: Information Technology, Critical 
Manufacturing, Energy and Multiple Sectors

• Cybersecurity Alerts & Advisories | CISA

Please note all information provided is TLP Amber

7/5/2023
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https://www.cisa.gov/news-events/cybersecurity-advisories?search_api_fulltext=&sort_by=field_release_date&f%5B0%5D=advisory_type%3A93
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KEVs Catalogue

CISA strongly urges all organizations to reduce their exposure to cyberattacks by prioritizing timely 
remediation of Catalog vulnerabilities as part of their vulnerability management practice.

7/5/2023
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CISA added 24 new vulnerabilities to its Known Exploited 
Vulnerabilities (KEV) Catalog in the month of June. These types 
of vulnerabilities are a frequent attack vector for malicious cyber 
actors and pose significant risk to the federal enterprise.
Please note all information provided is TLP Amber
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Additional Resources from CISA
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CISA Homepage - https://www.cisa.gov/
CISA NCAS – https://cisa.gov/resources-tools/all-resources-tools
CISA Shields Up - https://www.cisa.gov/shields-up
Free Cybersecurity Services and Tools - https://www.cisa.gov/free-

cybersecurity-services-and-tools
CISA News Room - https://www.cisa.gov/cisa/newsroom
CISA Blog - https://www.cisa.gov/blog-list
CISA Publications Library - https://www.cisa.gov/publications-library
CISA Cyber Resource Hub - https://www.cisa.gov/cyber-resource-hub
CISA Cybersecurity Directives - https://cyber.dhs.gov/directives/

https://www%5B.%5Dcisa%5B.%5Dgov/
https://cisa.gov/
https://www.cisa.gov/shields-up
https://www%5B.%5Dcisa%5B.%5Dgov/free-cybersecurity-services-and-tools
https://www%5B.%5Dcisa%5B.%5Dgov/free-cybersecurity-services-and-tools
https://www%5B.%5Dcisa%5B.%5Dgov/cisa/newsroom
https://www%5B.%5Dcisa%5B.%5Dgov/blog-list
https://www%5B.%5Dcisa%5B.%5Dgov/publications-library
https://www%5B.%5Dcisa%5B.%5Dgov/cyber-resource-hub
https://cyber%5B.%5Ddhs%5B.%5Dgov/directives/
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For more information:

cisa.gov

Questions?

Central@cisa.dhs.gov

1-888-282-0870
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Auto-ISAC Community Meeting Featured Speaker

Why Do We Feature Speakers?
 These calls are an opportunity for information exchange & learning
 Goal is to educate & provide awareness around cybersecurity for the connected vehicle

What Does it Mean to Be Featured?
 Perspectives across our ecosystem are shared from Members, government, academia, 

researchers, industry, associations and others.
 Goal is to showcase a rich & balanced variety of topics and viewpoints 
 Featured speakers are not endorsed by Auto-ISAC nor do the speakers speak on behalf of Auto-ISAC

 How Can I Be Featured?
 If you have a topic of interest you would like to share with the broader Auto-ISAC 

Community, then we encourage you to contact us!

2000+ 
Community 
Participants

 30+ 
Featured 

Speakers to 
date

7 Best 
Practice 
Guides 

available on 
website
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Featured Speaker
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ETSC Vice Chair

Roy Zur, a serial entrepreneur, is Founder & CEO of ThriveDX’s 
Enterprise Division the global education company committed to 
transforming lives through digital skills training and solutions. In 
August of 2021, ThriveDX acquired Cybint Solutions where he also 
served as CEO since founding the company in 2014. 

Roy is a 15-year veteran of the vaunted Unit 8200 of the Israeli 
Defense Force, where he served as a Major, which instilled in him 
early a passion for addressing the “human factor” of cybersecurity 
training – currently the #1 vulnerability across the threat landscape.   

In addition to steering the vision of ThriveDX’s Enterprise Division, 
Roy serves as adjunct professor of risk management in cybersecurity 
at IDC Herzliya in Israel. He is also Founder and Chairman of the 
non-profit Israeli Institute for Policy and Legislation, and a member of 
the Forbes Business Council.

Roy Zur
Founder & CEO of ThriveDX’s



Driving a Cyber-Secure Culture 
In Auto-Manufacturing 
The Essential Role of the Human Factor



Human Factor Challenge - Talent Shortage & Skills Gap

Unfilled jobs globally in 
cybersecurity as 

of 2022

3.5M
of cyber breaches involve 
the HUMAN FACTOR

95%



Source: ISC2 2022 Report

Challenge #1 - Cybersecurity Talent Shortage

With ~3.5 million positions unfilled globally

North America
~500K

LATAM
~500K

EMEA
~320K

APAC
~2.2M
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Average cost and frequency
of data breaches by initial attack vector

Phishing
$4.91M

Stolen or compromised 
credential

$4.5M

Business Email
Compromise

$4.49M

Social engineering
$4.10M

Vulnerability in third-party 
software

Malicious insider Cloud 
misconfiguration

Physical security compromise

System error

Accidental data loss or 
lost device

Challenge #2 
Cybersecurity 
Skills Gap

Most Frequent & 
Costly Attack Vectors 
are Human Factor
Related

Software 
Vulnerability

$4.55M

Cloud 
Misconfiguration

$4.14M
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Automotive Industry  - Talent & Skills Gap



Toyota Breach - May 2023 
https://www.drive.com.au/news/toyota-data-breach-japan-australia-not-affected/

https://www.drive.com.au/news/toyota-data-breach-japan-australia-not-affected/


Hyundai Breach - April 2023
https://www.infosecurity-magazine.com/news/hyundai-experiences-cybersecurity/

https://www.infosecurity-magazine.com/news/hyundai-experiences-cybersecurity/


Mindset Skillset

Automotive Trends - CASE Security 
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The human factor can cause a significant 
impediment to Industry 4.0 elements. (MDPI)

Engineering Management Production
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Traditional Security Awareness Training Doesn’t 
Work!

Traditional ‘’Security Awareness’

Security Behavior and Culture Program (SBCP)

Ca
pa

bi
lit

ie
s

Objectives

M
or

e
Le

ss

Compliance Risk Management

Change the Culture
Maximize employee behaviour to manage cyber risk

Teach Desired Behaviors
Educate employees on cybersecurity basics

Achieve Baseline Compliance
Satisfy minimum audit and compliance 
requirements



Mindset Skillset

People are the Entire Security Chain (Gartner 2023)



36-70% 33-56% 12-30%

Unsecure coding & apps

SOC cyber risks

Vulnerabilities in 3rd parties

Lack of cybersecurity mindset

Lack of coordination between 
departments

Lack of cybersecurity 
awareness & knowledge

Complex supply chain with 
multiple blind spots

Who’s the Weakest Link?

Engineering Management

Knowledge on
I4.0 Technology

Production

Human Factor
Involvement



Human Factor in Industry 4.0

Employee Training: Conduct awareness training for all employees involved in the development, 
manufacturing, and maintenance of connected vehicles

Secure Code Training: Implement secure software development practices, such as secure coding 
guidelines to prevent vulnerabilities in connected systems

Supply Chain Weak Spots Mapping: Hundreds of hands touch the car until it hits the road, map the 
teams and roles that create the biggest awareness pain points

Post-Production Security Mindset: Strong awareness approach makes it possible to create 
mechanisms that challenge the customer to maintain security in their vehicles



Mindset Skillset

HUMAN  FACTOR SECURITY - HOLISTIC APPROACH
360° VIEW - BEYOND AWARENESS



BOSCH USE CASE - 300,000+ Employees
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Promoting Diversity and Inclusion through Internal & 
External Reskilling in Cybersecurity

1000+
Hours Of 

Quality Content

100+
Real-World 
Simulations

Pre-Training 
Screening

Post-Training 
Matching

Your Own
Cyber Academy Suite

Enterprise 
Cyber Academy

40+
Global University 

Partners
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The Cyber Academy Solution

Cyber Academy Training
Equip your talent with the necessary skills to excel in the 

industryPre-Training Screening Post-Training Matching
Evaluating candidates to find the 

best fit 
Matching acquired skills to suitable roles 

within the organization





Join us
In solving the Talent Shortage & 

Skills Gap in Cybersecurity
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Open Discussion

Any questions about the Auto-ISAC or future 
topics  for discussion?
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If you are an OEM, supplier or commercial vehicle, 
Carrier or Fleet, please join the Auto-ISAC! 

 

How to Get Involved: Membership

 Real-time Intelligence 
Sharing

 Development of Best Practice 
Guides

 Intelligence Summaries  Exchanges and Workshops

 Regular intelligence 
meetings 

 Tabletop exercises

 Crisis Notifications  Webinars and Presentations

 Member Contact Directory  Annual Auto-ISAC Summit Event

To learn more about Auto-ISAC Membership, please contact melissacromack@automotiveisac.com.
 For Partnership,  please contact sharmilakhadka@automotiveisac.com.

mailto:melissacromack@automotiveisac.com
mailto:sharmilakhadka@automotiveisac.com
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Strategic Partnership
 For-profit companies such as “Solutions Providers” that 

sell connected vehicle cybersecurity products & services.
 Examples: Hacker ONE, Upstream, IOActive, Karamba, Grimm

1. Must be approved by Executive Director and the  
Membership & Benefit Standing Committee (MBSC).

2. Formal agreements: NDA, SPA, SoW, CoC required.
3. In-kind contributions allowed. Currently no fee.
4. Does not overtly sell or promote product or service.
5. Commits to support the Auto-ISAC’s mission.
6. Engages with the automotive ecosystem, supporting & 

educating Auto-ISAC Members and its Community.
7. Develops value added Partnership Projects to engage 

with the Auto-ISAC, its Member, and Community.
8. Summit Sponsorship allowed for promotion. Summit 

Booth priority.
9. Engagement must provide Member awareness, 

education, training, and information sharing
10. Builds relationships, shares, and participates in 

information sharing Auto-ISAC activities.
11. Supports our mission through educational webinars and 

sharing of information.

Auto-ISAC Partnership Programs

Community Partnership
 Community Partners are companies, individuals, or 

organizations with a complementary mission to the Auto-ISAC, 
with the  interest in engaging with the automotive ecosystem, 
supporting, and educating Members and the community. 

 Includes Industry Associations, Government Partners, 
Academia, Research Institution, Standards Organizations, 
Non- Profit, Technical Experts, Auto-ISAC Sponsors.

 Examples: Autos Innovate, ATA, ACEA, JAMA, MEMA,CLEPA, 
CISA, DHS, FBI, NHTSA, NCI, UDM etc. 

1. No formal agreement required.
2. No approval required.
3. Added to Auto-ISAC Community Distro List to stay engaged in 

Community events and activities.
4. Participate in Auto-ISAC Monthly Community Calls.
5. Learn what is trending in the ISACs and hear from key leaders 

during the special topic of interest presentation.
6. Added to Auto-ISAC DRIVEN list to receive our daily cyber 

automotive newsletter.
7. Part of the Network with Automotive Community and the 

extended automotive ecosystem.
8. Invitation to attend and support our yearly Summit.

https://automotiveisac.com/partnership/
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Current Partnerships
Many organizations engaging

BENEFACTOR
 Sponsorship
Partnership 

2022 Summit Sponsors-
Argus

BGNetworks
Bosch

Blackberry
Block Harbor
BlueVoyant

Booz Allen Hamilton
C2A

Cybellum
CyberGRX

Cyware
Deloitte
Denso

Finite State
Fortress
Itemis

Keysight Technologies
Micron
NXP
Okta

Sandia
Securonix
Tanium

UL
Upstream
VicOne

COLLABORATOR
Coordination 
Partnership

AUTOSAR
Billington Cybersecurity

Cal-CSIC
Computest

Cyber Truck Challenge
DHS CSVI
DHS HQ
DOT-PIF
FASTR

FBI
GAO
ISAO

Macomb Business/MADCAT
Merit (training, np)

MITRE
National White Collar Crime Center

NCFTA
NDIA

NHTSA
NIST

Northern California Regional Intelligence 
Center (NCRIC)

NTIA 
OASIS
ODNI

Ohio Turnpike & Infrastructure Commission 
SANS

The University of Warwick
TSA

University of Tulsa
USSC

VOLPE
W3C/MIT

Walsh College

NAVIGATOR
Support Partnership

AAA
ACEA
ACM

American Trucking 
Associations (ATA)

ASC
ATIS

Auto Alliance
EMA

Global Automakers
IARA
IIC

JAMA
MEMA
NADA
NAFA

NMFTA
RVIA
SAE
TIA

Transport Canada

INNOVATOR
Strategic Partnership 

(19)
ArmorText

BlockHarbor
Cybellum
Deloitte

FEV
GRIMM

HackerOne
Irdeto
Itemis 

Karamba Security
KELA

Pen Testing Partners
Red Balloon Security

Regulus Cyber
Saferide

Security Scorecard
Trustonic
Upstream

Vultara

Thanks for your Support to our Many Partners
Community Partners
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 Focused Intelligence Information/Briefings

 Cybersecurity intelligence sharing 

 Vulnerability resolution

 Member to Member Sharing 

 Distribute Information Gathering Costs across the Sector 

 Non-attribution and Anonymity of Submissions

 Information source for the entire organization 

 Risk mitigation for automotive industry

 Comparative advantage in risk mitigation 

 Security and Resiliency

Auto-ISAC Benefits

Building Resiliency Across the Auto Industry
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Thank You
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This document is Auto-ISAC Sensitive and Confidential.

Our Contact Info

Faye Francy
Executive Director

20 F Street Northwest
Suite 700

Washington, DC 20001
703-861-5417

fayefrancy@automotiveisac.com

Sharmila Khadka
Information Technology Executive 

Coordinator

20 F Street NW, Suite 700
Washington, DC 20001

443-962-5663
sharmilakhadka@automotiveisac.com
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