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Monthly Virtual Community Call

April 03, 2024
This Session will be recorded.

This document is Auto-ISAC Sensitive and Confidential.
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Traffic Light Protocol (TLP) 
Version 2.0 Definitions

This document is Auto-ISAC Sensitive and Confidential.



33 April 2024TLP:CLEARThis document is Auto-ISAC Sensitive and Confidential.

Agenda
Time (ET) Topic

11:00
Welcome
 Why We’re Here
 Expectations for This Community

11:05
Auto-ISAC Update
 Auto-ISAC Activities
 Heard Around the Community
 Intelligence Highlights

11:15 DHS CISA Community Update
 Jeff Terra, Joint Cyber Defense Collaborative (JCDC)

11:20
Featured Speaker:
 Darryn Persaud, CMO, Comply.Law
 Title: Automotive Cybersecurity Safeguards

11:55 Q&A & Closing Remarks
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Welcome - Auto-ISAC Community Call!

Purpose: These monthly Auto-ISAC Community Meetings are an opportunity for you, our 
Members & connected vehicle ecosystem Partners, to:

 Stay informed of Auto-ISAC activities
 Share information on key vehicle cybersecurity topics
 Learn about exciting initiatives within the automotive community from our featured 

speakers

Participants: Auto-ISAC Members, Potential Members, Strategic Partners, Academia, Industry 
Stakeholders and Government – the whole of the automotive industry

Classification Level:. Slides are at TLP:CLEAR and 
on our website. Discussions are TLP:GREEN & may be 
shared across Auto-ISAC Community, “off the record”

How to Connect: For further info, questions or to add 
other POCs to the invite, please contact us! 

(sharmilakhadka@automotiveisac.com )
 

https://automotiveisac.com/
mailto:sharmilakhadka@automotiveisac.com
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 Join
 If your organization is eligible, apply for Auto-ISAC Membership
 If you aren’t eligible for Membership, connect with us as a Partner
 Get engaged – “Cybersecurity is everyone’s responsibility!”

 Participate
 Participate in monthly virtual conference calls (1st Wednesday of month)
 If you have a topic of interest, let us know! 
 Engage & ask questions!  “Cybersecurity is a Team Sport!”

 Share – “If you see something, say something!”
 Submit threat intelligence or other relevant information
 Send us information on potential vulnerabilities
 Contribute incident reports and lessons learned 
 Provide best practices around mitigation techniques

20 
Innovator 
Partners

21
Navigator 
Partners

Coordination with 26 
critical infrastructure ISACs 

through the National Council of 
ISACs (NCI)

Membership represents 99% 
of cars and trucks on the road in 

North America

30
OEM Members

47 Supplier &
Commercial 

Vehicle Members

Engaging in the Auto-ISAC Community
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2024 Board of Directors Thank you for your Leadership! 

Kevin Tierney
Chair of the 

Board of the Directors
GM

Stephen Roberts
Secretary of the 

Board of the Directors
Honda

Tim Geiger
Treasurer of the 

Board of the Directors
Ford

Amine Taleb
Chair of the SAG

Harman

Andrew Hillery
Chair of the CAG

Cummins

Bob Kaster
Bosch

Brian Witten
Aptiv

Oliver Creighton 
Chair of the EuSC

BMW

Josh Davis
Vice Chair of the 

Board of the Directors
Toyota

Maryann Combs
Polaris
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Auto-ISAC Member Roster      
As of April 1, 2024                         

77 Members + 3 Pending
Aisin Faurecia Magna Rivian
Allison Transmission Ferrari MARELLI Stellantis
Amazon Flex Mazda Stoneridge
American Axle & Manufacturing Ford Mercedes-Benz Subaru
Aptiv General Motors Mitsubishi Electric Sumitomo Electric
AT&T Geotab Mitsubishi Motors thyssenkrupp
AVL List GmbH Harman Mobis Tokai Rika
BMW Group Hitachi (Astemo - Affiliate) Motional Toyota (Woven-Affiliate)
BorgWarner Honda Navistar Valeo
Bosch (ETAS-Affiliate) Hyundai Nexteer Automotive Corp Veoneer
Bose Automotive Infineon Nissan Vitesco
ChargePoint Intel NXP Volkswagen (Cariad-Affiliate)

CNH Industrial JTEKT Oshkosh Corp Volvo Cars
Continental Kia America, Inc. PACCAR Volvo Group
Cummins Knorr Bremse Panasonic (Ficosa-Affiliate) Waymo
Daimler Truck KTM Phinia Yamaha Motors
Dana Inc. Lear Polaris ZF  
Denso LG Electronics Qualcomm 
Deere & Company Lucid Motors Renault SAS
e:fs TechHub GmbH Luminar Renesas Electronics

Pending: Jaguar Land Rover, WirelessCar, SiFive
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Auto-ISAC Business Updates and Events

 Community Call: Wednesday, May 1, 2024, Time: 11:00 – 12:00 p.m. ET TLP:GREEN Speaker: 
Walter Capitani, Director Technical Product Management, CodeSecureTitle: “State of the Art 
Automotive SBOM Monitoring”

 Auto-ISAC 2nd European Summit - BMW Welt in Munich, Germany: June 12th – June 13th. The 
Titanium sponsor of the 2024 event will be BMW. Stay tuned for more details on our website. 

 ACT Fundamental Course Block: Online, On-Demand $500/block
• 3 Blocks:  Cybersecurity Basics (32 hrs.) | Security Engineering (28 hrs.) | Security Operations/Management (22.5 hrs.)

 Advance Course: ***$2000 (Member Pricing), ($2250 Non-Member Pricing) with discount code. 
 Guided Attacks:  April 29 - May 2, 2024, OPEN

 CAPEX:  Capability Exam is scheduled for May 22, 2024 

 Auto-ISAC TLP:CLEAR 8th Annual Cybersecurity Summit will be held October 22 –  23, 2024

 Auto-ISAC’s TLP:CLEAR 2nd Annual Auto-ISAC European Cybersecurity Summit will be held 
June 12 – 13, 2024 at BMW Welt in Munich, Germany. 

**All times are in ET

https://www.bmw-welt.com/en/index.html
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2024 Auto-ISAC Cybersecurity Summit 

October 22-24 | Detroit, MI
In-person & Virtual

Information here

https://cvent.me/ZBQ5D1


SECURE OUR STREETS 
CONFERENCE

19 SEPTEMBER 2024

HTTPS:// SOS. ASRG. IO/



HOW TO GET INVOLVED IN 
SECURE OUR STREETS



TLP:CLEARThis document is Auto-ISAC Sensitive and Confidential.

Auto-ISAC Intelligence Highlight
Ricky Brooks, Intelligence Officer
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Auto-ISAC Intelligence
 Know what we track daily: subscribe to the DRIVEN; TLP:GREEN Auto-ISAC 2024 Threat Assessment was 

released March 21 and we welcome your feedback.

 Send feedback, intelligence, or questions to analyst@automotiveisac.com 

 Intelligence Notes

 Geopolitical tensions involving Russia, China, North Korea, and Iran remain high with Russia-Ukraine and 
Israel-Hamas in crises (Russia-Ukraine 1 2, Israel-Hamas 3, Iran, China 4 5, North Korea 6).

 Ransomware 7 8 Groups Targeting Automotive: 8Base, Cl0p, BianLian, Black Basta, LockBit, Medusa, Play, 
Snatch 

 Reminder: malicious and non-malicious actors can explore, learn from, or leverage proofs of concept 
published on open-source repositories

 Notable Vehicle Research: Truck-to-truck cyber worms via Electronic Logging Devices (NDSS); EV charger 
hacking (WSJ); LiDAR spoofing (NDSS); exploiting diagnostic protocols in embedded networks in 
commercial vehicles (NDSS).

 Notable TTPs and Tools: Intentionally planting a backdoor in XZ Utils (Microsoft); Zenhammer (ETH Zurich); 
Exploiting TeamCity to mass-generate admin accounts (BleepingComputer); Malicious GitHub repositories 
(Ars Technica); Initial access brokers exploiting F5 BIG IP and ScreenConnect (Mandiant); Alleged insider 
threat leading to intellectual property theft (AP);  BlueDucky (Mobile Hacker); StrelaStealer (Unit 42); Tycoon 
2FA (Sekoia); Tiny Turla (Talos); StopCrypt Ransomware (SonicWall)

https://www.securityweek.com/fbi-thousands-of-remote-it-workers-sent-wages-to-north-korea-to-help-fund-weapons-program/
mailto:staff@automotiveisac.com?subject=Please%20Unsubscribe%20Me%20from%20DRIVEN
mailto:analyst@automotiveisac.com
https://www.cnn.com/2024/04/01/energy/ukrainian-drones-disrupting-russian-energy-industry-intl-cmd/index.html
https://www.france24.com/en/europe/20240319-russia-captured-frontline-village-eastern-ukraine-war-putin-zelensky-europe
https://apnews.com/article/russia-ukraine-war-drone-energy-infrastructure-drones-f57e600db45757aaf5120ba23a96980f
https://apnews.com/hub/israel-hamas-war
https://www.aljazeera.com/news/2024/3/31/israeli-military-says-it-killed-hezbollah-commander-ismail-al-zin
https://www.cnn.com/2024/04/02/middleeast/iran-response-israel-damascus-consulate-attack-intl-hnk/index.html
https://www.voanews.com/a/taiwan-conducts-missile-drills-in-face-of-china-military-intrusions-/7542885.html
https://www.yahoo.com/news/philippines-u-top-security-officials-042354496.html
https://www.businessinsider.com/taiwan-earthquake-prompts-well-wishes-china-pla-references-2024-4
https://www.nbcnews.com/news/world/north-korea-tested-new-hypersonic-intermediate-range-missile-rcna146152
https://www.koreatimes.co.kr/www/nation/2024/04/113_371915.html
https://ransomwatch.telemetry.ltd/#/profiles
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://cyware.com/resources/research-and-analysis/rising-tides-the-swift-emergence-of-8base-79b7
https://cyberint.com/blog/techtalks/cl0p-ransomware/
https://www.guidepointsecurity.com/blog/bianlian-gos-for-powershell-after-teamcity-exploitation/
https://securityscorecard.com/wp-content/uploads/2024/01/Report-A-Deep-Dive-Into-Black-Basta-Ransomware.pdf
https://www.bleepingcomputer.com/news/security/lockbit-ransomware-returns-restores-servers-after-police-disruption/#google_vignette
https://unit42.paloaltonetworks.com/medusa-ransomware-escalation-new-leak-site/
https://www.cisa.gov/sites/default/files/2023-12/aa23-352a-stopransomware-play-ransomware.pdf
https://www.cisa.gov/sites/default/files/2023-09/joint-cybersecurity-advisory-stopransomware-snatch-ransomware_0.pdf
https://www.ndss-symposium.org/wp-content/uploads/vehiclesec2024-47-paper.pdf
https://www.wsj.com/video/series/in-depth-features/how-ev-charger-hacking-threatens-personal-data-and-the-power-grid/FCA59258-C92E-4C51-AE92-B39FE6CFE704
https://www.ndss-symposium.org/wp-content/uploads/2024-350-paper.pdf
https://www.ndss-symposium.org/wp-content/uploads/vehiclesec2024-46-paper.pdf
https://techcommunity.microsoft.com/t5/microsoft-defender-vulnerability/microsoft-faq-and-guidance-for-xz-utils-backdoor/ba-p/4101961
https://comsec.ethz.ch/wp-content/files/zenhammer_sec24.pdf
https://www.bleepingcomputer.com/news/security/critical-teamcity-flaw-now-widely-exploited-to-create-admin-accounts/
https://arstechnica.com/security/2024/02/github-besieged-by-millions-of-malicious-repositories-in-ongoing-attack/
https://www.mandiant.com/resources/blog/initial-access-brokers-exploit-f5-screenconnect
https://apnews.com/article/tesla-trade-secrets-stolen-criminal-charges-ca036b5f9a829435f281877f4610f653
https://www.mobile-hacker.com/2024/03/26/blueducky-automates-exploitation-of-bluetooth-pairing-vulnerability-that-leads-to-0-click-code-execution/#google_vignette
https://unit42.paloaltonetworks.com/strelastealer-campaign/
https://blog.sekoia.io/tycoon-2fa-an-in-depth-analysis-of-the-latest-version-of-the-aitm-phishing-kit/
https://blog.talosintelligence.com/tinyturla-full-kill-chain/
https://blog.sonicwall.com/en-us/2024/03/new-multi-stage-stopcrypt-ransomware/
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Auto-ISAC Community Meeting Featured Speaker

Why Do We Feature Speakers?
 These calls are an opportunity for information exchange & learning
 Goal is to educate & provide awareness around cybersecurity for the connected vehicle

What Does it Mean to Be Featured?
 Perspectives across our ecosystem are shared from Members, government, academia, 

researchers, industry, associations and others.
 Showcase a rich & balanced variety of topics and viewpoints 
 Featured speakers are not endorsed by Auto-ISAC nor do the speakers speak on behalf of Auto-ISAC

 How Can I Be Featured?
 If you have a topic of interest you would like to share with the broader Auto-ISAC 

Community, then we encourage you to contact us!

2000+ 
Community 
Participants

 30+ 
Featured 

Speakers to 
date

7 Best 
Practice 
Guides 

available on 
website
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Featured Speaker
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Meet the Speaker ETSC Vice Chair

Darryn Persaud, CMO, Comply.Law

As a seasoned Digital Leader and Strategist, Darryn is an 
expert in over communicating product, process, and the design 
of customized advertising campaigns that integrate product into 
experience.

Darryn has worn many hats in his career; digital specialist, print, 
on air talent TV/Radio/Digital account executive, national 
account manager, strategist, planner. As a result, he has a 
unique ability to manage multifaceted projects and have 
navigated through complex business challenges. 

Darryn harnesses over 15 years of experience in marketing and 
sales to drive the company's growth. His expertise lies in 
integrating innovative marketing tactics with solid sales 
strategies.



COMPLY.LAW

AUTOMOTIVE E-LEARNING WEBINAR



.

Detail the implementation 
of security standards (e.g., NIST guidelines, 

PCI DSS compliance) to safeguard dealership 
data.Recommend regular employee training, 

cybersecurity audits and the adoption of 
strong password policies and secure network 

protocols.

How Can Dealerships Enhance 
Cybersecurity and Ensure 
Compliance?

QUESTION 



$3,590,00
0

The FTC issues an administrative complaint when 
it has “reason to believe” that the law has been 
or is being violated.  Each violation of such an 

order may result in a civil penalty of up to 
$42,530.

“The average company handles a 
bombardment of 200,000 security 

events a day”

The average cost for a data breach in the automotive 
industry as reported by Secure Code Warrior Report, 

August 2023

The percent of cyber attacks due to human error 
(such as using easy-to-guess passwords, leaving 

physical devices in an unsafe areas, failing to apply a 
patch)

200,00
0

84%
$42,530 



• Russian national tried to bribe Tesla employee 
⚬ $1 Million offer

• Malware infection through thumbdrive/email 
⚬ Download files for the criminals
⚬ Details of company networks

• Potential ransomware and data theft 
• Employee reported incident to FBI
• Criminal arrested and charged

TESLA THWARTS RANSOMWARE 
THREAT



TOYOTA SUPPLY CHAIN ATTACK 

Toyota suspended operations at 14 manufacturing plans due to a system 
failure at a supplier, Kojim Industries. This was due to a system failure at 
Kojima allegedly due to a cyberattack that prevent communications with 

Toyota. Kojima Industries provides plastic parts and electronic components to 
the automaker.



UBER HACK

Uber reported a third-party data breach as a result of a compromised 
vendor, Teqtivity. They track, monitor, and manage Uber’s IT assets and 

confirmed that data of more than 77,000 Uber employees may have been 
exposed to the attackers.



DEALERSHIP CHALLENGES

• A slew of new FTC Mandates applicable specifically to automotive dealerships

• The increasing digitization of the automotive industry has exposed automotive 
dealerships to cyber threats and regulatory compliance challenges

• Decentralized training platforms for various departments within dealerships

• Lack of  employee retention and internal investment

• High internal training costs

Presenter Notes
Presentation Notes
With the digitized and ever-changing cyber landscape of the B2B and B2C transaction and slew of new FTC Mandates applicable specifically to automotive dealerships, we found the need for comprehensive training and adaptation is at the forefront of the industry. Combined with a traditionally high employee turnover rate across the industry, there was a clear need for an all encompassing training resource offering a one stop solution that addresses three key needs plaguing the industry as a whole



$144,000
67%

40%

Dealerships have a 67 percent annual turnover 
rate amongst 

it’s sales teams and the average cost of hiring a 
new dealership 

employee is $10,000 ( recruitment, onboarding 
etc .)

CBT News estimates that one underperforming 
service advisor 

costs a dealership an average of 144K per year in 
unrealized profit

Dealerships are sustaining an average 40 
percent turnover rate across all 

departments 

“The only thing worse than 
investing in people who don’t stay is 

not investing in people who do”

$10,000

Presenter Notes
Presentation Notes
Define 144k, service advisor not sales trainedMention culture in dealership



WHAT CAN YOU DO TO 
PROTECT YOUR DEALERSHIP?  



HOLISTIC DEALERSHIP 
APPROACH Identify & 

Manage Risks 

• Cyber Security 
Governance 

• Risk Management 
Frameworks 

• Supply Chain Security 

Protect 
Dealersip 
Ecosystem

• Layered Cyber 
Defences

• Information 
Protection 
Procedures

• Training and 
Awareness Programs 

Detect Monitor 
and Respond 

• Security Audits  

• Vulnerability 
Management Plan 

 
• Incident Management 

and Response 

Quick and Safe 
Recovery

• Partnership Building 
and Information 
Sharing 

• Cybersecurity as a 
process of continuous 
improvement 



AUTOMOTIVE-CENTRIC 
BEST PRACTICES 

Cybersecurity best practices should:

• Be built upon risk-based prioritized identification and protection of your dealership’s 
employee’s digital presence;

• Eliminate sources of risks by continuously training your employees

• Provide for timely detection and rapid response to potential cybersecurity incidents 
at your dealership;

Presenter Notes
Presentation Notes
With the digitized and ever-changing cyber landscape of the B2B and B2C transaction and slew of new FTC Mandates applicable specifically to automotive dealerships, we found the need for comprehensive training and adaptation is at the forefront of the industry. Combined with a traditionally high employee turnover rate across the industry, there was a clear need for an all encompassing training resource offering a one stop solution that addresses three key needs plaguing the industry as a whole



AUTOMOTIVE-CENTRIC
 BEST PRACTICES 

Cybersecurity best practices should (cont.):

• Design-in methods and processes to facilitate rapid recovery from incidents when 
they occur

• Institutionalize methods for accelerated adoption of lessons learned (e.g., 
vulnerability sharing) across the industry through effective information sharing, such 
as participation in Auto-ISAC.

Presenter Notes
Presentation Notes
With the digitized and ever-changing cyber landscape of the B2B and B2C transaction and slew of new FTC Mandates applicable specifically to automotive dealerships, we found the need for comprehensive training and adaptation is at the forefront of the industry. Combined with a traditionally high employee turnover rate across the industry, there was a clear need for an all encompassing training resource offering a one stop solution that addresses three key needs plaguing the industry as a whole



HOLISTIC DEALERSHIP 

APPROACH MODEL 
BEHAVIORS 

MAKE HEROS

IDENTIFY 
BEHAVIORS 

FIND A LEADER
CONNECT WITH 
YOUR SECURITY 

LEADER (S) 

SHARE IDEAS

KEEP AWARE

THREAT RISK 
ASSESSMENT



.

KEY 
TAKEAWAYS

• Full Organizational Approach 

• Awareness of Risks and Threats

• Ongoing/Updated Employee Training

• Overall Governance of Cyber Risks, Financial Compliance Protocols, FTC 
Mandates and Employee Investment/ Retention 



Henderson Chatargun

Chief Executive Officer
Co-Founder

Brings a dynamic blend of 
technology acumen, business 
savvy, and strategic thinking, 

cultivated over 15 years of 
launching and managing 

products in the B2B enterprise 
sector.

Chief Marketing Officer
Co-Founder

Darryn Persaud

Harnesses over 15 years of 
experience in marketing and 
sales to drive the company's 
growth. His expertise lies in 

integrating innovative 
marketing tactics with solid 

sales strategies 

Chief Technology Officer
Co-Founder

Suresh Maddula

Seasoned IT professional  with 
over 20 years of experience 

spanning technology, startups, 
and management. He 

specializes in transforming 
intricate business challenges 

into opportunities.

Brian Ramphal

Founder & Author

A seasoned expert in the 
intersection of technology and 
automotive dealerships, who 

boasts over 25 years of 
dedicated experience in the 

field. 

COMPLY.LAW TEAM

Presenter Notes
Presentation Notes
With the digitized and ever-changing cyber landscape of the B2B and B2C transaction and slew of new FTC Mandates applicable specifically to automotive dealerships, we found the need for comprehensive training and adaptation is at the forefront of the industry. Combined with a traditionally high employee turnover rate across the industry, there was a clear need for an all encompassing training resource offering a one stop solution that addresses three key needs plaguing the industry as a whole



CYBER SECURITY ( FTC MANDATED) 

OSHA

SALES ( PHONE & FLOOR) 

FINANCIAL COMPLIANCE  ( FTC MANDATED) 

HUMAN RESOURCES 

ENVIRONMENTAL COMPLIANCE 
( COMING SOON ) 

THANK YOU! 

VISIT WWW.COMPLY.LAW 
TO ENROLL YOUR DEALERSHIP
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Open Discussion

Any questions about the Auto-ISAC or future 
topics  for discussion?
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Thank You
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a u t o m o t i v e i s a c . c o m

This document is Auto-ISAC Sensitive and Confidential.

Our Contact Info

Faye Francy
Executive Director

20 F Street Northwest
Suite 700

Washington, DC 20001
703-861-5417

fayefrancy@automotiveisac.com
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